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1 Introduction

1.1 Purpose and Scope

“A security configuration checklist (also calledogkdown, hardening guide, or
benchmark) is a series of instructions for configgiia product to a particular operational
environment. Checklists can comprise templatesitymated scripts, patches and patch
descriptions, Extensible Markup Language (XML)diland other procedures. Some
checklists also contain instructions for verifyitigit the product has been configured

properly.” [3]

This document provides a configuration checklisagsure the baseline security
configuration of a generic IP phone handset (od Ipdnwone). An IP telephony application
installed on a desktop, smartphone or other comgutevice is known as a softphone.
Such a software based IP telephony applicatioreirergl is considered less secure than
the IP phone handset because the softphone ajpmticaberits the vulnerabilities of the
operating system which it runs on. As a resul§Nin its Security Considerations for
Voice over IP Systems [4] recommends the softpimmtéo be used where security is a
concern. Many of the security controls presentetthis checklist document will be
applicable to the softphone. In the future, ISAymelease a separate checklist on
softphone security. Furthermore, the controls meoended in this document do not
apply to analog or digital telephony devices thatdirectly connected to a traditional
telephone switch, a VolIP Integrated Access DevisB) or a VolP Analog Telephony
Adapter (ATA).

It is important to understand that an IP phone matynecessarily maintain information
which the organization would classify as sensitine confidential; however the phone
may be a highly accessible threat vector for eintiy the voice service infrastructure.
And with the IP phone as the most common and wideptoyed device in a Voice over
IP (VolP) infrastructure, it is considered by thelW Security working group of the
Internet Security Alliance as a key device to baused. Although a checklist can not 100
percent secure an IP phone, organizations thay appicontrols and settings identified in
the checklist will lessen the vulnerability expasof the IP phone and overall VolP
service infrastructure. .

Organizations have different security policiesysrs requirements and operational
environments, and consequently a single securggldist will not equally apply to each
organization. This checklist should be viewed &sohin assuring a baseline level of
security beyond the default, out-of-the-box vendmmfiguration. Administrators may
apply additional measures beyond those in the disetk mitigate the risks in a
particular organization’s environment.

The checklist in this document includes (i) recomdet configuration controls for an IP

phone, (i) manual validation procedures for thefiguration settings to secure an IP
phone and (iii) configuration files in a machinadable, standardized Security Content
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Automation Protocol (SCAP) format to allow for taetomated verification of the
successful application of this checklist's guidanttds important to understand all
security controls and settings implemented on gohiéhe may not be verifiable with
SCAP today; thus this document will define a chistklomprised of both automated and
non-automated controls.

Several different VolIP signaling protocols are &lae today; Session Initiation Protocol
(SIP), Media Gateway Control Protocol (MGCP), ITWBR3 and proprietary protocols
such as Cisco SCCP and Nortel UNIStim. The cheokiisfocus on the use of SIP for
signaling and Real-Time Protocol (RTP) with its ggamion protocol Real-Time Control
Protocol (RTCP) for media. However, much of theoramended guidance is applicable
irrespective of signaling and media protocols. tikenmore, the checklist is vendor and
platform independent, thus the configuration sg#tiare not specific to a particular
vendor phone.

The checklist in this document will focus on thedening and secure configuration of a
generic IP phone handset. Some of the controlcanfiguration settings may require
access to other systems in the VoIP service imfrestre; however, the objective of this
checklist is for the defined controls and confidiuma settings to be validated from the IP
phone handset. Separate checklists will be deedlégr other VolP systems (i.e., call
agent, IP-PSTN gateway, voice mail server, etc).

1.2 Audience

This document has been created primarily for systdministrators and security
administrators who are responsible for the techmispects of securing the IP phone
handsets in a Voice over IP service infrastructdriee material in this document is
technically oriented, and it is assumed that reatave at least a basic understanding of
Voice over IP technologies, system and network régcu

1.3 Document Structure
The remainder of this document is organized ineoftilowing major sections:

» Section 2 provides background information on thehBne handset.

» Section 3 presents an overview of typical vulnditas and risks using IP phones
in various operational environments.

» Section 4 provides recommended security contralssattings to secure an IP
phone.

The document also contains the following appendices
* Appendix A presents a mapping of the recommendearig controls and

configuration settings of an IP phone to the cdstreferenced in NIST Special
Publication 800-53 revision 3.
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» Appendix B provides a list of rules to validate gezurity configuration settings
on an IP phone.

» Appendix C describes an overview of the baselicesty settings to be
configured on an IP phone.

* Appendix D identifies the applicable baseline sigwontrols for low, moderate
and high impacted environments.

* Appendix E provides a glossary.

* Appendix F contains a list of acronyms and abbteiis.
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2 Background

2.1 Overview of the IP Phone

This section provides an overview of an IP photagscal components and interfaces, to
help the reader understand the key areas for $gcequirements.

The following figure depicts the logical compositi@f an IP phone along with the
protocols used for signaling, media, managemenganeéral network interaction.

.....................................................

End-user Plane

Management/ Media Signaling

Control Plane Provisioning

Local Applications/API's

Runtime OS

...........

SECUR'.QTY REQUIREMENTIS

Network

Ethernet ] 80211 ]

Figure 1 VolP Phone logical architecture

The security policies defined in this documentratieto mitigate threats that may affect
the phone’s logical components. These logical carepts are applicable to both IP
phone handset and softphone (software based IRejphon

For the purpose of this document, the IP phonéeiwed at the following components:
i)  The runtime OS which controls logical functionsloé phone and its physical
configuration, including:
a. Local applications (e.g., visual interface and gation, address book,
Web browser)
b. Network services
c. User hardware interface (e.g., key pad, periphgpalds)
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i) Network interfaces
a. Signaling protocol
b. Media Protocol
c. Administration, management and provisioning
i) Hardware configuration
a. External interface (e.g., USB, serial-port, Ethérne
b. Peripheral’s (e.g., wired-headset, blue-tooth hetadsdeo monitor,
speakers)

The following sections discuss some of the mostiBgant areas of an IP phone.

2.2 User interface

The IP phone’s user interface may be comprised$ignple keypad or a combination of
keys and LED display with a graphical user integfac

In certain cases, an ATA (Analog Telephone Adaptagy be used to connect a
traditional POTS (telephone) to a VoIP network. TREA has an RJ-11 jack that
connects to the traditional telephone and an Riaeldwhich connects to the IP network.

2.3 Initial startup

The IP phone executes several steps during itmlinétion process prior to gaining
access to the VoIP network. These steps are sitildre steps used by workstations that
are connected on an IP network and include:
U Loading the runtime image (OS)
U DHCP server discovery and IP address assignment
U Phone configuration; the phone may request to doa¢hh configuration file
(e.g., using TFTP or FTP) in order to complete iiegistration. The
configuration file may include indicators to dowatb new software or
parameters.
U Network registration; the phone registers with tberresponding Call-
Agent/Manager to obtain access to the VolP service.

Once the phone has completed the boot-up procesds registration (with the
corresponding Call-Agent/Manager or SIP Registtazan initiate and receive calls.

2.4 Signaling and media

The signaling protocol is used to setup, maintaith @ardown user sessions (calls). This
document will address the Session Initiation Protd¢&IP) defined in IETF-RFC3261.
The industry standard for transporting media stedwoice and video) is Real Time
Protocol (RTP) defined in IETF RFC-3550.

The following figure depicts a simple call setugvieen a VolP handset and a softphone
that resides on a PC workstation.
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* Ringing180
<+—— Ringing180— *—— Ringing180" | User answers the call
¢ OK200
L. — oK200
I OK200
e
Ak ACK "
ACK
" Media (RTP) 2
< User hang-up
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Figure 2 Call setup using SIP

In this example, the user (VolP handset) in domfaimitiates a call to the user

(softphone) in domain-B. Once the user completabngj the digits the phone sends an
INVITE message to its SIP Proxy which in turn progies the INVITE to the SIP proxy

that serves users in domain-B. The SIP server imailo-A uses DNS resolution to locate
the appropriate SIP server that handles calls éonain-B. If the called user resided in
the same domain as the caller (domain-A) then tRepBoxy would contact the called

user directly.

2.5 Management and provisioning

The management and provisioning of the IP phonebegperformed locally or remotely.
Local methods include managing the configuratiatirsgs through the keypad or visual
interface. Typically, the phone’s interface proddée ability to configure virtually any
setting; however, in certain implementations soredirgys are restricted to prevent
unauthorized access to the functionality or infaiorastored on the phone. The security
requirements of these settings are discussedihatkis document. The phone can also be
managed/configured remotely using standard prosoelg., SNMP, DHCP HTTP/S,
SSH, TELNET, SCP, FTP). Several of these protoGas SNMPv1, HTTP, TELNET,
FTP) have inherent vulnerabilities that can affdat phone’s operation if exploited
successfully. Thus, enforcing the proper secuitytiols (as discussed in this document)
will help mitigate attacks exploiting these prottsco
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3 Vulnerabilities, Risks and Environments

3.1 Operating Environments

The NIST publication SP 800-70 [1] defines the dwling broad operational
environments as part of the National Checklist Pang(NCP):

» Standalone(or Small Office/Home Office [SOHO]),
* Managed(or Enterprise)

Within each of these broad environments the foll@yvcustom environments can be
defined as subsets:

» Specialized Security-Limited Functionality (SSLF),
* Legacy, and
» Federal Desktop Core Configuration (FDCC).

A Custom environment contains systems in which the funclionaand degree of
security do not fit the other types of environmefifs Each operational environment
(both broad and custom types) inherits applicaliiecats associated with VolP
communications. These threats can range from f(augl, capturing and re-using SIP
credentials to make fraudulent calls through madyvam aStandaloneenvironment, to
eavesdropping by manipulating the signaling layegaining unauthorized access to core
network elements (e.g., voice gateway or provisignisystem) in aManaged
environment.

3.2 Vulnerabilities, Threats and Consequences

“When planning security, it is essential to firgfide the threats that must be mitigated.
Knowledge of potential threats is important to ustending the reasons behind the
various baseline technical security practices preskin this document.”[3]

The embedded system of a typical IP phone handsstmbt have the ability to add
security applications (i.e., anti-virus, firewdRS, etc); therefore, such measures will be
difficult to implement. On the other hand, theawse constraints and simpler operating
system of the IP phone running a small number pfiegtions and services can be
considered to have a smaller attack surface thdayte desktop operating systems [X]
and, consequently, IP phone handsets in generelfeaer vulnerabilities sources.
Fewer vulnerabilities sources and inability to agglications lessen the security
exposure of the IP phone and its services causéd snftware flaws and malicious code.
Furthermore, an IP phone may not necessarily maimtbormation that the organization
would classify as sensitive and confidential. Hegrethe phone is a valuable target
which an attacker could use as a threat (accesg)niato the voice service
infrastructure; and consequently, an important camept of the VolIP infrastructure to be
protected.
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This section provides an outline of typical thremdsociated with IP phones, along with a
list of vulnerabilities that can be used to compiserthe security of a phone. A detailed
discussion of the threats and vulnerabilities assed with IP phones and supporting
components (e.g., Call/Session Manager, voice gateis captured in the ISA document
“Applicability of the Security Control Automationd®wcol (SCAP) to Voice over Internet
Protocol (VolP) Systerisersion 0.9. The list of vulnerabilities is nairesidered to be
“complete”, since new vulnerabilities are identifigairoughout the lifetime of the
component in operation (e.g., signaling, managensefiware/hardware drivers).

Table 1 IP phone Threat categories and vulnerabilies

. Applicable
Irgggng? 2\?2:' Threat categories Vulnerabilities ope_:rational
environment
Unauthorized access to Outdated software | « Standalone
services (e.g., FTP, HTTP, (e.g., runtime  Managed
NTP, SIP/H.323) software, patches)
Unauthorized access to Unnecessary
sensitive data (e.qg., services
Operating creden_tials, call—logs, Poor. permissions
System subscriber credentials) of critical system
Inadequate software files
integrity Poor
Unauthorized access to authentication of
operating system services/API’s
Poor data
confidentiality
Access to system Poor permissions | ¢ Standalone
configuration settings on configuration * Managed
Manipulation of user or files or data
device settings Default settings
Manipulation of system Outdated
Configuration settings configuration
Removal/override of system settings
settings Inadequate
Removal/override of user access controls
profile settings on system data or
files
Eavesdropping Inadequate e Standalone
Impersonation (this threat is message  Managed
also depended on signaling confidentiality
vulnerabilities) Inadequate
Media Media message
disruption/degradation authentication
Packet Injection and replay Inadequate
message integrity
Poor software
implementation
Signaling Eavesdropping Inadequate » Standalone
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. Applicable
Informational . _ )
Threat categories Vulnerabilities operational
Asset Area -
environment
Impersonation message * Managed
Service disruption confidentiality
Message Injection Inadequate
Theft of service message
authentication
Inadequate
message integrity
Poor software
implementation
Unauthorized access to Inadequate * Managed
management/administrative authentication
or provisioning interface controls

Management,
administration
and
Provisioning

Access to privileged
functionality

Login session
eavesdropping
Management/Administration
session eavesdropping
Service disruption

Inadequate role-
based access
controls

Default
credentials

Lack of session
confidentiality
Vulnerable
software
implementation

A threat that has successfully exploited a vulniitgtin one of thelnformational

Asset Areascan adverselyimpact the

IP phone’s operation and/or the user

communications. This impact or consequence willadhp result inthe unauthorized
disclosure of information, the modification of infieation or operation founauthorized
purposes, interruption of an asset, service or owtvwor loss of amsset or service theft.

Therefore, a set of security controls must be @efbin order to mitigate the risk. These

controls are discussed in the section 4.
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4 Security Control Policies

This section describes recommended security cendiradl configuration settings that a
typical IP phone handset (henceforth referred @$Rtphone) should support in order to
protect its operation (i.e., voice services andptemental functionality) from both
accidental and malicious threats. It is importaninderstand that in certain cases a
phone may not be considered a critical organizatiasset in which stored information is
classified as sensitive and confidential; howetrex,phone can be a valuable target for
an attacker (as an access attack vector) in oodefect the voice service or other
network elements that comprise the VoIP infrastrrect

Security planning involves the risk assessmentsyséem (e.g., IP phone) from the
perspective of its core principles of informati@tsrity — confidentiality and privacy,
non-repudiation, integrity, authentication, acosmstrol and authorization, availability
and reliability, and accounting. Furthermore, fRghone is involved with the
signaling, media and management aspects of a \bweelP service infrastructure and,
therefore, security guidelines are presented foh @athese types of communication or
traffic planes. For each core security princifiés section describes at a high level the
related security controls and how those contratsbEused to secure the IP phone.

The specified controls and configuration settings be implemented and validated by
the organization’s authorized personnel to mitigadeloitation due to configuration
weaknesses. The organization should not attemptgement any of the recommended
controls and settings in this document without pvialidation in a non-operational
environment. Other mechanisms to protect the Imetamd its voice communication
services such as mitigation of software flaws bybaing of the phone operating system,
mitigation of hardware flaws and overall networkastructure are out-of-scope for this
security checklist baseline.

Federal Information Processing Standards (FIPShdagion 199 defines three levels of
potential impact (i.e., low, moderate and high)oganizations or individuals should
there be a breach in security (i.e., loss of camfighlity, integrity or availability).

The next several sections list the minimum secwatytrols or baseline security controls
for IP phones deployed in a high-impacted VolP emment. Refer to Appendix D for
categorization of the security controls definedhiis IP phone baseline checklist for low,
moderate and high impacted environments.

Refer to Appendix A for a mapping of the speci@ctinical controls and configuration
settings presented in section 4 to the correspgdIST Special Publication 800-53
controls. This cross-referencing of controls caakenverification of compliance more
consistent and efficient.

Page 17



ISA VolP Project 2010 IP Phone Baseline Securhecklist
Version 0.6

4.1 Confidentiality and Privacy

Confidentiality provides an end-to-end channellP phone management,
provisioning, signaling and media so that no suminmunication is subject to
unauthorized interception, inspection and maniputat Furthermore, ensuring
confidentiality in the management, signaling andlimelanes mitigates the risk of
numerous denial-of-service and man-in-the-middiecs based on eavesdropping
of cleartext messages.

4.1.1 Administration, Management and Provisioning

4.1.1.1The IP phone is configured to request an encryptedersion of
the configuration files from a trusted system.

» The IP phone is configured to download the encyptanfiguration files only
from a trusted system.
o IP phone may download encrypted configurationdgdeng an unsecure
file transport protocol (i.e., TFTP)
* Inthe event the IP phone does not support fileyidion, the IP phone is to use a
secure file transport protocol (i.e., SFTP, SCP).
0 Both a secure file transport protocol and a comfgan file decryption
capability on the phone are not required.
* The IP Phone is configured to use a Locally Sig@edificate (LSC) or a
certificate issued by a third-party PKI vendor fite encryption.
o The IP phone does not use a Manufacturer Inst@legtificate (MIC) for
file encryption.

NOTE: The trusted system is to use a NIST appravgotographic method to encrypt
the configuration file. Generation and storagermdryption keys are out-of-scope for
this document.

NOTE: If is assumed the trusted server(s) stottregfiles (i.e., firmware image,
configuration file) is not compromised to alter ttantent of the files.

NOTE: An IP phone may encrypt locally stored infatran such as log files. Although
desirable, this capability is not a requirement.

NOTE: Due to risk of a rogue TFTP server masquedself as a legitimate server and
providing altered information to an IP phone durangeboot sequence, use of a TFTP
server should only be supported when implementedmunction with digitally (or
cryptographically) signed files and authenticatoérthe TFTP server to the IP phone.

NOTE: An IP phone may retrieve IP phone configamainformation using DHCP

option codes. Due to risk of a rogue DHCP serxptaiting the DHCP response when a
phone is rebooted, it is recommended the IP pheoarely download a configuration

file. If such an approach is not supported bylthphone, an alternative approach would
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be to manually configure the IP phones. The orgdina must determine the tradeoff
between auto-provisioning, scalability and secunigi.

4.1.1.2The IP phone is configured with secure remote admistration
and management protocols which support data encrypin.

* All remote administrative and management connestare encrypted.

» |IP phone is configured with remote access protdoased on NIST approved
versions of SSH or TLS.

* |P phone may use SNMP version 3.

» The IP phone is to use a NIST approved cipher $oiitéhe encryption of remote
administrative and management connections.

» The IP phone is configured to limit remote managene authorized users.

NOTE: Unencrypted remote access management pisiateh as Telnet, FTP, HTTP,
SNMPv1 and SNMPv2, are not recommended and sheutlidabled; however, the IP
phone may not support its secure alternatives 88H, SFTP/SCP, HTTPS and
SNMPv3). Validation of the phone configuration slitbnote these non-secure protocols
as potential risks to the VoIP infrastructure.

NOTE: Files stored locally on the IP phone shdédkept in an encrypted form;
however, this capability is not a requirement.

4.1.2 Signaling

4.1.2.1The IP Phone is configured to have its SIP signalgnmessages
encrypted.

» The IP phone is configured to use Transport Lagau8ty (TLS) transport
for SIP over TCP signaling messages. Refer to@edtid.2 for further details
on controls and configuration settings specifiStB over TLS.

0 Inthe event the IP phone does not support SIP Bu8rbut only SIP
over UDP, then the IP phone is to be configuredse Datagram
Transport Layer Security (DTLS) for SIP over UDBrsiling
messages.

o0 Both SIP over TLS and SIP and DTLS methods notiredwon the
phone.

* The IP Phone is configured with a NIST approvedherpsuite for encryption
of SIP signaling.

* The IP Phone is configured to use a Locally Sig@edificate (LSC) or a
certificate issued by a third-party PKI vendor 8P signaling encryption.

o The IP phone does not use a Manufacturer Inst@legtificate (MIC)
for encryption of the SIP signaling.
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4.1.3 Media

4.1.3.1The IP Phone is configured to have its media trafti encrypted.
* The IP phone is configured to use Secure RTP (SR¥Rncryption of the

media.

* The IP phone should be configured to have Secuekrfan-secure) RTCP
disabled.

* The IP phone is to use a NIST approved cipher $oiitthe encryption of the
media.

* The IP Phone is configured to use a Locally Sig@edificate (LSC) or a
certificate issued by a third-party PKI vendor.
0 The IP phone does not use a Manufacturer Inst@lextificate (MIC).

NOTE: This checklist specifies use of Secure RTerttrypt the media packets due to
industry acceptance as the preferred encryptiorharesm on an IP phone. IPSec
protocol also provides encryption; however, suppbdiPsec on the IP phone is not
commonly available. A site-to-site based IPSec el is a viable solution to
encrypt packets between locations; however, thaargpted packets would be visible
behind the IPSec VPN devices and thus vulnerabdavesdropping within the
organization’s IP network.

NOTE: This checklist recommends use of Secure RT#hsure confidentiality and
integrity of the media data, and mutual authentcabetween the IP phones. An
organization must ensure the additional overheamh the media encryption will not
degrade call quality. Delivering SRTP encapsulatediia packets across an IPSec VPN
further increases the overhead and increase rigidbity degradation. This checklist
recommends that SRTP used in parallel with IPSébaaised.

NOTE: There are several key management mechaniaheay be used to negotiate the
keys for encryption of the media between two Vatdmoints. SIP over TLS with
Session Description Protocol, Datagram TLS (DTISRTP Encrypted Key Transport
(SRTP/EKT) and Zimmerman RTP (ZRTP) are key managemrotocols. Of course,
proprietary key management protocols may also ppated. This checklist does not
require a specific key management protocol to fdemented, nor does the checklist
require use of shared secrets or Public Key Infuasiire to generate the keys for SRTP.

NOTE: An IP Phone may have a digital certificatstatied on it, signed by the
manufacturer’s certificate authority. This is knoas a Manufacturer Installed
Certificate. The IP phone should not use a Marnufec Installed Certificate, which may
lead to the successful installation of a rogue phon

NOTE: The primary function of the secure (and-senure) RTCP is to provide
feedback on the quality of the media streams. dallyi the RTCP traffic streams are
delivered to a call quality monitoring system farther analysis. Enabling
SRTCP/RTCP creates the potential for additionatcsiof exploitation (i.e., denial of
service, eavesdropping, spoofing and reconnaisiafi¢e organization must determine
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whether the information (i.e., call quality, statis) gathered from the protocol outweigh
the potential risks to the VoIP infrastructure.y @efault, the SRTCP/RTCP should be
disabled. If the protocol needs to be enabledippsrt call quality monitoring, then
additional security mitigation measures should &ksanstalled such as ACLs and
firewall rules to limit exposure and IEEE 802.1xmiimize possibly of rogue devices
on the network.
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4.2 Non-Repudiation

Non-repudiation provides assurance that usageegbtione and delivery of its data
can be correctly attributed to an authorized user.

4.2.1 Administration, Management and Provisioning

4.2.1.1Require firmware image to be cryptographically sigred by a
trusted system.

* |P phone is configured to validate digitally sigrfechware files.
* The IP phone is to use a NIST approved cipher $oitthe cryptographic hash.
* |IP phone is to reject the firmware if the validatiails.

4.2.1.2Require configuration file to be cryptographically signed by a
trusted system.

» |IP phone is configured to validate cryptographicalgned configuration files.
* The IP phone is to use a NIST approved cipher $oitéhe cryptographic hash.
» |P phone is to reject the configuration if the gation fails.

NOTE: Although the capability of an IP phone torsigg files cryptographically (e.g.,
events, alarms, usage) is desirable, it is cusrerdt a requirement.

4.2.2 Signaling

4.2.2.1The IP Phone is configured to have its SIP signalignmessages
encrypted.

» The IP phone is configured to use Transport Lageusty (TLS) transport
for SIP over TCP signaling messages. Refer to@edti4.2 for further details
on controls and configuration settings specifiStB over TLS.

o Inthe event the IP phone does not support SIP Bu8rbut only SIP
over UDP, then the IP phone is to be configuredis Datagram
Transport Layer Security (DTLS) for the SIP over RBignaling
messages.

o Both SIP over TLS and SIP and DTLS methods notiredwon the
phone.

* The IP Phone is configured with a NIST approvedherpsuite for encryption
of SIP signaling.

* The IP Phone is configured to use a Locally Sig@edificate (LSC) or a
certificate issued by a third-party PKI vendor 8P signaling encryption.

0 The IP phone is not to use a Manufacturer Installedificate (MIC)
for SIP signaling encryption.
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4.2.3 Media

4.2.3.1The IP Phone is configured to have its media messs)
encrypted.

* The IP phone is configured to use Secure RTP (SRTP)
0 Refer to section 4.1.3 for further details on colstand configuration
settings specific to SRTP.
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4.3 Integrity

Integrity is the security principle to assure imf@tion is protected from the deletion,
modification or replication of data by unauthoriaexers or entities since it was created,
transmitted or stored.

4.3.1 Administration, Management and Provisioning

4.3.1.1Require firmware image to be cryptographically sigred by an
authorized system.

* |IP phone is configured to validate cryptographicalgned firmware files.
* The IP phone is to use a NIST approved cipher $oitthe cryptographic hash.
* |IP phone is to reject the firmware if the validatiails.

4.3.1.2Require configuration file to be cryptographically signed by an
authorized system.

* IP phone is configured to validate cryptographicalgned configuration files.
* The IP phone is to use a NIST approved cipher $oitéhe cryptographic hash.
» |P phone is to reject the configuration if the gation fails.

4.3.1.31P phone is loaded only with approved third-party gplications.

* The IP phone is to load approved applications feoserver inside the
organization, and the files should be cryptograghicsigned by the organization.
» |P phone is to reject the application if the vdiioia of the digital signature fails.

NOTE: An approved third-party application is softeravhich has been approved by the
IP phone vendor. Organizations should validateptirpose and integrity of the
application as well as assuring that it will novexsely impact the phone configuration or
its services. Refer to the vendor of the IP phHona list of approved applications.

NOTE: Some IP phones may support a patch managemesice (or other function
which requires downloading of applications) whichcmatically downloads files from
the vendor’s web site (or a third-party). Direct@ss to the vendor (or third-party) web
site should be avoided.
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4.3.2 Signaling

4.3.2.1The IP Phone is configured to have its SIP signalgnmessages
encrypted.

» The IP phone is configured to use TLS transporSiér over TCP signaling
messages. Refer to section 4.4.2 for further detailcontrols and
configuration settings specific to SIP over TLS.

0 Inthe event the IP phone does not support SIP Bu8rbut only SIP
over UDP, then the IP phone is to be configuredsse Datagram
Transport Layer Security (DTLS) for the SIP over RBignaling
messages.

o Both SIP over TLS and SIP and DTLS methods notiredwon the
phone.

* The IP Phone is configured with a NIST approvedherpsuite for encryption
of SIP signaling.

* The IP Phone is configured to use a Locally Sig@edificate (LSC) or a
certificate issued by a third-party PKI vendor 8P signaling encryption.

* The IP phone does not use a Manufacturer Inst@legtificate (MIC) for
encryption of the SIP signaling.

4.3.3 Media

4.3.3.1The IP Phone is configured to have its media messsg
encrypted.

* The IP phone is configured to use Secure RTP (SRREjer to section 4.1.3 for
further details on controls and configuration sejsi specific to SRTP.

4.3.3.2The IP phone is configured with a call privacy indcator to
signify the establishment of a securely protectedad.

» The IP Phone is to provide an audible and/or vigwditator that bilateral media
and signaling confidentiality is enforced (both emd the call are securely
established).

» A call between an IP phone and remote endpoint, (ghone, VoIP gateway,
audio conference server) is considered securebgqied given the IP phone and
remote endpoint are authenticated, and the signatd media traffic from these
endpoints are both authenticated and encryptegsitihe end-to-end
communication path.

o0 At no time is the signaling and media traffic fobetparticipating endpoints
to be delivered in the clear.

NOTE: The IP phone may play distinct indicationes) or display a distinct marking, in

order to indicate that the bi-directional commutimabetween parties is protected from
eavesdropping.
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4.4 Authentication

Authentication is the security principle to confithe identity of communicating entities
(i.e., user, device, service, application, file sseges) based on a unique set of
credentials. Authentication protects against irmpeation and replay of earlier
communication.

4.4.1 Administration, Management and Provisioning

4.4.1.1Factory reset of IP phone requires administrator tobe
successfully authenticated prior to actual reset.

NOTE: A factory reset of the IP phone would resfainene configuration to its factory
state, which may lessen the security readinedseoi phone.

4.4.1.2The IP phone is configured to perform user authentation prior
to permitting local access to view, add, delete andodify the
existing configuration of the IP phone.

* |IP phone is not to use default user accounts assigad settings. Administrative
accounts are to be renamed. Guest accounts heedisabled. All unnecessary
accounts are to be removed (or disabled).

» |P phone is not configured with hard-coded admiatste login credentials.

» Characters typed into a password field are to bekewso that they cannot be
seen by bystanders.

» Credentials (i.e., userid and passwaord) are nbettvansported across the
network as cleartext.

NOTE: Any password should be authenticated rematety/follow the organization’s
password policy (i.e., password complexity, exjporatre-use).

NOTE: An IP phone may support a default keypad sege that can be used to unlock
and modify configuration information. This is te prevented using the security policy
defined for section 4.4.1.2.

4.4.1.3Repeated unsuccessful login attempts is to causesuaccount
lockout for a limited period of time.

NOTE: Denial of service attacks may intentionaijuse such account lockouts simply
to provide a level of inconvenience to the orgatmzeés users. Organization should
employ a defense in depth security strategy togatidi such attacks; such as use of
access-control lists.

Page 26



ISA VolP Project 2010 IP Phone Baseline Securhecklist
Version 0.6

4.4.1.41P phone is not to display the name or other identier of the last
user which logged on.

4.4.1.5IP phone is set to lock out the administrator froma
configuration window and require a new log-in wherthere is a
period of inactivity.

4.4.1.6The IP phone is configured with secure remote managnent
protocols which support client and server authentiation..
» All remote administrative and management connestare authenticated with a
strong password.

* |P phone is configured with remote access protdoased on NIST approved
versions of SSH or TLS.

* |P phone may use SNMP version 3 with authenticaama encryption).

* The IP Phone is configured to use a NIST approy@uec suite for secure remote
management protocols.

* |P phone is to only accept a secure connectionastftrom authorized systems.

4.4.1.71P phone is to authenticate the digital signature fathe firmware
(image) downloaded from the trusted system.

* The IP phone is to download the binary firmwaregméhat is cryptographically
signed by the trusted server.

* The IP phone is to use a NIST approved cipher $oitthe cryptographic hash.

* The IP phone is to validate the cryptographicaliyied firmware image prior to
its installation.

* The IP phone is to reject the firmware image iidaion of the digital signature
of the image file is to fail.

4.4.1.8IP phone is to authenticate the digital signature fathe
(configuration) file downloaded from the trusted sytem.

* The IP phone is to receive the (configuration) fiflat is cryptographically signed
by the trusted server.
* The IP phone is to use a NIST approved cipher $oitthe cryptographic hash.
» The IP phone is to validate the cryptographicaliyed (configuration) file prior
to its installation.
» The IP phone is to reject the (configuration) filthe validation of the digital
signature of the file is to fail.
NOTE: The IP phone may download multiple textdile addition to the configuration
file. Each of these files is to be cryptograpHicalgned to ensure file integrity and
authenticated by the IP phone.
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4.4.1.9The IP phone is configured with an 802.1X supplicarfor layer 2
port authentication.

* |P phone is to support Extensible Authenticatioot@rol (EAP); EAP-TLS is the
preferred authentication method.
0 EAP based on MD5 or MAC address is not recommendégss used in
conjunction with protected EAP (EAP-PEAP).
* |P phone is to support ‘pass-thru’ and ‘pass-thitin Vogoff’'802.1x modes for
attached PCs. In a multi-domain configuration, ld@hone and the attached PC
must separately request access to the network.

NOTE: Although VLAN Management Policy Server (VMP&lows a switch to
dynamically assign a VLAN to a device based ondinace’s MAC address, such
functionality has been deprecated by industry wofaf the more secure 802.1x.

4.4.2 Signaling

4.4.2.1Strong mutual authentication is to be establisheddtween an IP
phone and authorized SIP server.

* The IP phone is configured to use TLS transporSi& over TCP signaling
messages.

o Inthe event the IP phone does not support SIP Bu8rbut only SIP over
UDP, then the IP phone is to be configured to usa@am Transport
Layer Security (DTLS) for the SIP over UDP signglimessages.

o Both SIP over TLS and SIP and DTLS methods notiredwon the phone

* The IP Phone is configured with a NIST approvedherpsuite for TLS usage.

* The IP Phone is configured to use a Locally Sig@edificate (LSC) or a
certificate issued by a third-party PKI vendor &mthentication of the SIP
signaling.

* The IP phone is not use a Manufacturer Installedif@ate (MIC) for
authentication of the SIP signaling.

* The IP phone is not to be registered with an awtbdrSIP server (i.e., Call
Agent, Call Server, Call Manager) should the phiaiienutual authentication.

NOTE: This checklist specifies use of SIP over Ttaprovide mutual authentication due
to industry acceptance as the preferred autheiticatechanism on an IP phone. IPSec
protocol also provides mutual authentication; hosvesupport of IPsec on the IP phone
is not commonly available.

NOTE: TLS offers strictly hop-by-hop security. PSpeer-to-peer deployment
architectures are out-of-scope for this documdéinis the IP phone will only establish a
mutual authenticated relationship with its adjaciit server (e.g., SIP proxy or
registrar).

NOTE: The IP phone should not use MD5 digest auitetion given availability of
stronger authentication mechanisms, such as pkdjidased mechanisms. MD5 digest
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authentication is considered a weak authenticatieohanism because of its dependency
on a password and lack of a mutual authenticatmimn. Furthermore, digest
authentication does not provide any confidentiglitytection of a message or
communication channel beyond protecting the passwirsent stronger mechanisms,
MD5 digest authentication does supersede basieatithation, which uses plaintext
passwords.

4.4.2.2Strong mutual authentication is to be establisheddtween an IP
phone and authorized application server (e.g., dikory services,
voicemail).

* The same controls defined in section 4.4.2.1 afaptile mutual authentication of
an IP phone to an authorized application server.

4.4.3 Media

4.4.3.1The IP Phone is configured to have its media messs)
authenticated.

* The IP phone is configured to use Secure RTP (SRTP)
0 Refer to section 4.1.3 for further details on colstand configuration
settings specific to SRTP.
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4.5 Access Control and Authorization

Authorization is the process of determining thedqdrivileges and level of access
granted to an authenticated entity, which inclugbsther an authenticated entity can
read, write and/or execute controls and servicdsedihed in the system (IP phone).
Authorization is granted based on principle of teaxess (i.e., an entity is granted only
those privileges/access permissions required togmera function). A common method
of managing authorization is Role Based Access IGb(RBAC).

4.5.1 Administration, Management and Provisioning

4.5.1.1The configuration (menu prompts) of the IP Phone i$o be
locked by default.

4.5.1.2The IP phone configuration is only displayed to attorized
parties.

* The IP phone is to limit access to its configunatio only authenticated aand
authorized entities.

0 User preferences information is to be displayed tmthe authorized
users and administrators.

o Network configuration is to be displayed only tdtarized
administrators.

o Device configuration (including firmware versios)to be displayed only
to authorized administrators.

0 Security configuration is to be displayed only taherized administrators.

o Status and log information is to be displayed dalguthorized
administrators.

NOTE: Access to the configuration information oflRphone by an unauthorized user
can be considered a threat to the VolIP infrastractén individual will malicious intent
may obtain information, such as IP addresses adwsusystem components, which could
be used to facilitate an attack on the system.

4.5.1.3Auto-provisioning of the IP phone configuration isenabled.
» |IP phone is to securely download the configurafienfrom an authorized server.

4.5.1.4The IP phone configuration is to be modified only ¥ authorized
users.

* The IP Phone is configured to successfully autbatgiand check access
privileges of the user prior to permitting configtion changes to be performed
by the requesting user.

* Only non-security impacting configuration settirege to be set and changeable
using local (access) credentials. ** List of cguifiation settings which may be
manually configured from local (access) credentials

Page 30



ISA VolP Project 2010 IP Phone Baseline Securhecklist
Version 0.6

» Configuration settings whose values are not peeahith change using local
(access) credentials are to be identifiable.

4.5.1.5IP phone is to prevent or restrict display of calld telephone
numbers and speed dial lists as defined by the orgaation’s

policy.

4.5.1.6IP phone is to have all unnecessary services andgbocols
disabled.

» All services running on the IP phone which requaiceess to servers outside of
the administrative control of the organization.(ilaternet, vendor web site) are
to be disabled.

 HTTP based web services are to be disabled orPtpédne.

o0 Inthe event it is necessary to use web servigeiefote administration
and management purposes, HTTPS is to be used.

* SNMP is to be disabled by default on the IP phone.

0 SNMPv1 and SNMPv2c services are to remain disatntetthe IP phone.
o SNMPv3 with authentication and encryption may batded on IP phone.
o IP phone is to restrict SNMP access to authorizadagement systems.

» Telnet service is to be disabled on the IP phone.

* |IP phone is to use strong authentication shouletbanization require a non-
secure protocol to be enabled on the phone.

NOTE: Ideally, all non-secure services and protestlould be disabled however it may
be necessary to keep one or more of such servickpratocols enabled in order to
satisfy the organization’s service requirementke drganization must determine the
tradeoff between enabling such services and sgaisk to its infrastructure.

4.5.1.71P phone is to restrict non-administrative users toonly changes
that do not enable additional services, UDP/TCP pds, access to
remote systems, use of remote management protocalsd ability
to display any portion of the phone’s configuration

4.5.1.8The IP phone is assigned a unique IP address notaehable
outside the organization.

* The IP phone is to be assigned an IP address fnoadd@ress space different from
the data network.

* The IP address assigned to the IP phone is togobeate address as specified in
RFC 1918.

* An IP phone installed in a public or general usmas to be assigned an IP
address from a dedicated address space thatesatifffrom that used for internal
(e.g., employee) IP phones.
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* |P phone in a public area (i.e., lobby, conferemaam) is to be assigned into a
VLAN dedicated to public IP phones. The organmatshould use a VLAN
policy that best matches its security policy.

NOTE: Due to the risk of a rogue DHCP server explgithe DHCP response when a
phone is rebooted, assignment of a static IP addoethe IP phone may be required to
mitigate this potential exploit The organizationshdetermine the tradeoff between
auto-provisioning, scalability and security riska Arganization should consider the use
of static IP addresses for its most critical IPmd® Furthermore, use of IEEE 802.1x
can mitigate potential risk of rogue servers plawedhe network.

4.5.1.9The network port of the IP phone is to have IEEE 8R.1Q
enabled — separation of voice and data into uniquéLANS.
* The 802.1Q based network port configured on thehiéhe is to have a
mandatory voice VLAN and optional data VLAN.
* The voice signaling and media traffic is to be w&ied across the voice VLAN.
» Data (non-voice) traffic is not to be deliveredass the voice VLAN.

45.1.10 The data (PC) port on the IP phone may be enabled.

* Unused data port on the IP phone is to be disabRa@ is not normally attached
to the data port.

* The IP phone is to deliver the data (non-voicdJjitrbetween the network port
and PC port without traversing the voice VLAN.

* The IP phone is to drop any voice packet to/fromRIC port should the packet be
assigned a voice VLAN designation.

* Only the authorized IP phone and optional PC aletpermitted access to the
network through the network port on the IP phone.

NOTE: It is recommended that data (PC) port onfhphone be disabled in public or
general use areas such as an office lobby or camerroom.

4.5.1.11 IP phone is to disable gratuitous ARP.

4.5.1.12 IP phone is configured to restrict files from being
downloaded to local removable storage devices (i.8oppy, CD-
ROM, USB drive).

* IP Phone is configured with its USB port disabled.

NOTE: Locked plugs or covers on USB, console andliauy ports are recommended
should IP phone not restrict such access via iéigaration.
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45.1.13 IP phone is configured to limit files to be downloded by
authorized remote systems.

4.5.2 Signaling

NOTE: Changing the default call signaling port.(il¢DP/TCP port 5060 for SIP, TCP
port 5061 for Secure SIP) may mitigate the riskertain attacks; however, it may
impact other aspects of an organization’s infrastme. The organization should
determine whether the benefits of such a changeeagih the possible impacts to the
supporting infrastructure.

4.5.2.11P phone is to register with authorized servers thbhave a
registration entry and assigned directory number fo the IP
phone prior to registration attempt.

» Auto-registration of IP phone is to be disablechaBling auto-registration to
automatically assign a directory number to the ghwhen it connects to the
network is a security risk in that rogue phonesaatomatically register to the

servers. Auto-registration may be enabled foref Iperiod under strict
supervision when bulk phone adds are required.

4.5.2.2IP phone is to be provided voice calling privilegeas defined by
the organization’s policy.
» IP phone is to successfully establish specific tygiés (i.e., local, international,

toll-free, international and emergency) based enctil types approved for the
authenticated user.

» |IP phone intended for emergency calling must bdigored to allow such calls
despite the absence of an authenticated user.

4.5.2.3IP phone is to prevent unauthorized use until a usenas been
successfully authenticated.
» |P Phone is to restrict calling functionality urdiuser has successfully
authenticated and given authorization for intenidedtionality.

0 Repeated entry of invalid credentials should caudsequent attempts to
be delayed or prohibited.

o If prohibited, the IP Phone should allow attemgteraa configurable time
duration.

4.5.3 Media

4.5.3.1Narrow the UDP port range used by the IP phone tostablish
secure RTP and RTCP voice sessions.
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4.6 Availability and Reliability

Availability is the security principle that authped users may use the IP phone to access
administration functions, stored information antlicg services when needed.

Reliability and accuracy of the information genechéind maintained by network
services (i.e., DHCP, DNS, NTP, etc) is out-of-seéqr this document. This checklist
assumes network services and the content it magtaimains accurate and reliable to
the IP phone.

4.6.1 Administration, Management and Provisioning

4.6.1.1IP phone is loaded with firmware containing the laést vendor
approved security patches.
Refer to section 4.3.1.4 regarding the integrityhirfd-party software.

NOTE - Similar to any network device, the IP phansusceptible to network based
attacks such as denial-of-service attacks on tbagih operating system and firmware.
In addition to ensuring the latest security patcdresincluded in the firmware loaded on
the phone, it is important that the organizatiosuea proper vulnerability scanning and
penetrating testing are performed with the IP phone

4.6.1.2Reboot (or power recycle) of IP phone is not to résre default
passwords or configuration settings.

4.6.1.3IP phone is configured either with the IP addressesf primary
and secondary default routers or the IP address afs default
router represents the virtual IP address of a Hot &andby Router
Protocol (HSRP) enabled voice VLAN.

4.6.1.41P phone is to be configured with the IP address (a optionally
hostname) of a primary and secondary trusted serveto retrieve
firmware image and configuration file.

4.6.1.51P phone is provided network information from a DHCP server
dedicated to the VoIP network (and not data network

* A non-critical IP phone is configured to obtainligsaddress, network mask, DNS
servers and default gateway from a DHCP server.

NOTE: DHCP is not an authenticated protocol and thpen to spoofing; allowing a
rogue server to provide incorrect network settifgfer to section 4.1.1 regarding rogue
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DHCP servers and reason why configuration settshgsild not be communicated to IP
phone using the DHCP protocol. This document recents all IP phone configuration
settings, other than specified in section 4.6tb.Be assigned to the phone via the
configuration file. . An organization should coreidhe use of static IP addresses for its
most critical IP phones

4.6.1.61P phone resolves hostnames using a DNS server dested to the
VolIP network (and not data network).

4.6.1.71P phone is to synchronize its clock with a Networkime
Protocol (NTP) server dedicated to the VolP networKand not
the data network).

NOTE: It may not be economically feasible for agamization to dedicate a DHCP,
DNS and/or NTP server for the VolIP infrastructuhe.such a circumstance, it is
recommended these network services be placedemditirized zone (DMZ) to
maximize separation of voice and data environments.

NOTE: Availability of Power over Ethernet (PoE)tte IP phones is achieved with LAN
switches furnished with backup power supplies aalilindant power feeds to diverse
power sources.

4.6.2 Signaling

4.6.2.11P phone is to be configured with the IP address (& optionally
hostname) of primary and secondary authorized sysisas (i.e.,
Call Manager, Call Server, Call Agent).

4.6.2.2IP phone is to automatically restart after repeatedailures to
communicate with both its primary and secondary autorized
systems (i.e. Call Manager, Call Server, Call Agent

4.6.3 Media
** Placeholder for future controls **
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4.7 Accounting and Auditing

Accounting is the security principle to identifgliect and store events, alarms and usage
generated by the IP phone. From a security petispesuch collected information aids
in the threat detection and intrusion investigation

4.7.1 Administration, Management and Provisioning

4.7.1.1The IP phone should log both successful and failurevents.

* The IP phone should log at least the following ¢sen
0 device initialization (including device reboot)
0 device configuration management events
0 user authentication and relinquishment events
0 error conditions warranting attention/repair
o (optional) usage (call establishment/teardown)
» Alllogged events should be time-stamped.
» Delivery of such information to an authenticated anthorized server should be
performed using a secure transport protocol (8@R, SFTP, HTTPS).

NOTE: From a security perspective, it is prefeedbk an authorized trusted server to
pull logged information from each IP phone as oppd® the phone pushing the
information to a server. With limited storage spawailable on the IP phone, it is
important for such logged information to be remoired timely manner to avoid being
overwritten.

NOTE: To aid in the event correlation across midtgopurces, the timestamp assigned to
an event should be based on the Coordinated UaivErmrse (UTC) time standard.

NOTE: A secure transport protocol should be usetktiver log files and alarms to an
authorized server. Many IP phones today use Ezgs HTTP, SNMP and Syslog
protocols for such purposes.

4.7.1.2The IP phone should generate alarm notifications.

» High priority information logged on the IP phondasbe directed to a remote
system.
o ** Placeholder - Identify events which must be fietd immediately **

4.7.1.3Information logged on the IP phone is not to be deted by local
(access) credentials.

NOTE: Storage space is limited on the IP phoneclwhequires the organization to
assess the tradeoff between the level of informabdoe logged and the number of hours
of information to be kept locally on the IP phofiée retention policy and method for
such logged information is to be defined by theaargation.
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4.7.2 Signaling

No security controls to log signaling session infation for originating or terminating
calls are required on the IP phone at this time.

NOTE: It is recommended an organization collectesind analyze the SIP session
description for each attempted call, however, sofdrmation may be collected using a
network device (e.g., switch, router) or appliateg., firewall, intrusion detection
system) located directly or indirectly in the siting path.

4.7.3 Media

No security controls to log media session inforamafior originating or terminating calls
are required on the IP phone at this time.

NOTE: It is recommended an organization collectestind analyze the RTP and RTCP
(if enabled) session description for each attempédid however, such information may
be collected using a network device (e.g., switchter) or appliance (e.g., firewall,
intrusion detection system) located directly oriiectly in the media path.
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Appendix A - Mapping IP Phone Controls To NIST SP
800-53

Appendix A is a mapping of IP phone security colstreferenced in section 4 of this
document to their corresponding NIST SP 800-53stemi3 controls. Some of the
security controls identified in NIST SP 800-53 nmay directly be related to the IP
phone, and consequently will be labeled ‘Not Apgdble’. The security controls
described in NIST SP 800-53 are organized intoteggh‘families’. Each security
control family contains controls specific to thesety functionality of the family.
Furthermore, the families are organized in thress#s — management, operational and
technical. Each family of secure controls has as#p table with three columns
containing the following information for each mapgi (i) number and name of control
from NIST SP 800-53, (ii) brief description of tHe phone security control
recommended by the Internet Security Alliance whichresponds to the 800-53 control,
and (iii) the sections of this document that pregidurther details on the controls that
map to the 800-53 control.

Scope:

1. The IP phone is the only information system whials security checklist applies.

2. Only the Session Initiation Protocol (SIP) as aR/signaling protocol is to be
considered for this checklist. H.323 and its supygetal signaling protocols are
out-of-scope for this checklist.

3. This security checklist only applies to (i) thedRone handset and (ii) the
softphone application, but not the underlying opegasystem and hardware.

4. Only those NIST SP 800-53 controls highlightedlight blue) are applicable to
the IP phone.

5. ANIST SP 800-53 security control identified as leggble to the IP Phone may
have aspects of the control (including its enharesgs) that are not applicable to
the IP phone.

6. “N/A — Organizational Document or Process ControBans the NIST SP 800-53
security control is not applicable as a securitysuee to be validated on the IP
phone.

7. “N/A — Infrastructure Related Control” means theSNIISP 800-53 security
control is supported by one or more informationteyswithin the network
infrastructure but not natively with an IP phortauch non-IP phone information
systems may provide lessen the threat risk expdsute IP phone.

8. NIST SP 800-53 identifies three security contrdddmes — low, moderate and
high impact. We will consider the different caitbaselines at a later date; for
the moment we simply want to identify relevant &®eontrols and mapping to
IP phone specific security mechanisms, protocotscauntermeasures.

9. NIST SP 800-53 identifies each control with a ptyocode to designate the
importance for control implementation purposes.seheriority codes are used for
implementation sequencing purposes, and not foinmgadecurity control
selection decisions. Thus all priority 1, 2 ancoBtrols are to be considered for
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the effort to map NIST SP 800-53 security conttol§SA VolP recommended IP

phone controls.

Management Controls

This section contains mappings for the followingilées of management controls:

- Program Management (PM)

- Security Assessment and Authorization (CA)

- Planning (PL)
- Risk Assessment (RA)

- System and Service Acquisition (SA)

Table 5-1. Familyf Program Management Controls

SP 800-53 Control Number and Name

ISA VolP
Security Control

Cross-Reference
Sections

PM-1 thru PM-11

Not Applicable

Not Applicable

Table 5-2. Family of Security Assessment and Au#labion Controls

SP 800-53 Control Number and
Name

ISA VolP
Security Control

Cross-Reference
Sections

Security Assessment and AuthorizatipiN/A — Organizational Document

Policies and Procedures (CA-1)

or Process Control

Security Assessments (CA-2)

N/A — Organizationatioent
or Process Control

Information System Connections (CA-N/A — Organizational Document

3 or Process Control.
Security Certification (CA-4) [Withdrawn: Incorporated into
*WITHDRAWN CA-2].

Plan of Action and Milestones (CA-5)

N/A — Orgartinaal Document
or Process Control

Security Authorization (CA-6)

N/A — Organizatiorlabcument
or Process Control.

Continuous Monitoring (CA-7)

N/A — OrganizationabBument
or Process Control
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SP 800-53 Control Number and
Name

ISA VolIP
Security Control

Cross-Reference
Sections

Security Planning Policy and
Procedures (PL-1)

N/A — Organizational Document
or Process Control

System Security Plan (PL-2)

N/A — OrganizationatDment
or Process Control

System Security Plan Update (PL-3)
**WITHDRAWN

[Withdrawn: Incorporated into
PL-2].

Rules of Behavior (PL-4)

N/A — Organizational Docemh
or Process Control

Privacy Impact Assessment (PL-5)

N/A — Organizalddocument
or Process Control.

Security Related Activity Planning

(PL-6)

N/A — Organizational Document

or Process Control

Table 5-4.Family Risk Assessment

Controls

SP 800-53 Control Number and
Name

ISA VolP
Security Control

Cross-Reference
Sections

Risk Assessment Policy and Procedu
(RA-1)

réBA — Organizational Document
or Process Control

Security Categorization (RA-2)

N/A — OrganizatioRacument
or Process Control

Risk Assessment (RA-3)

N/A — Organizational Docutme
or Process Control

n

Risk Assessment Update (RA-4)
*WITHDRAWN

[Withdrawn: Incorporated into
RA-3].

Vulnerability Scanning (RA-5)

N/A — Organizatiodabcument

or Process Control
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SP 800-53 Control Number and
Name

ISA VolP
Security Control

Cross-Reference
Sections

System and Services Acquisition
Policy and Procedures (SA-1)

N/A — Organizational Document
or Process Control

Allocation of Resources (SA-2)

N/A — OrganizatioDeicument
or Process Control

Life Cycle Support (SA-3)

N/A — Organizational Doeeant
or Process Control

Acquisitions (SA-4)

N/A — Organizational Documen
or Process Control

Information System Documentation
(SA-5)

N/A — Organizational Document
or Process Control.

Software Usage Restrictions (SA-6)

N/A — Organiadil Document
or Process Control

User-Installed Software (SA-7)

N/A — OrganizatioBalcument
or Process Control

Security Engineering Principles (SA-¢

3) N/A — Orgaational Document
or Process Control

External Information System Services
(SA-9)

5 N/A — Organizational Document
or Process Control

Developer Configuration Managemer
(SA-10)

tN/A — Organizational Document
or Process Control

Developer Security Testing (SA-11)

N/A — Organiaatil Document
or Process Control

Supply Chain Protection (SA-12)

N/A — OrganizatibDacument
or Process Control

Trustworthiness (SA-13)

N/A — Organizational Docurne
or Process Control.

Critical Information System

N/A — Organizational Document

Components (SA-14)

or Process Control
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This section contains mappings for the followingilées of operational controls:
- Awareness and Training (AT)

- Configuration Management
- Contingency Planning (CP)
- Incident Response (IR)

- Maintenance (MA)

- Media Protection (MP)

- Personnel Security (PS)

- Physical and Environmental

(CM)

Protection (PE)

- System and Information Integrity (SI)

Table 5-6. Family of Awareness and Training Corstrol

SP 800-53 Control Number and
Name

ISA VolP
Security Control

Cross-Reference
Sections

Security Awareness and Training
Policy and Procedures (AT-1)

N/A — Organizational Document
or Process Control

Security Awareness (AT-2)

N/A — Organizational Doent
or Process Control

Security Training (AT-3)

N/A — Organizational Docent
or Process Control

Security Training Records (AT-4)

N/A — OrganizatiDocument
or Process Control

Contacts with Security Groups and

Priority O not required for

Associations (AT-5)

baseline

Table 5-6. Family of Configuration

Management Colstr

SP 800-53 Control Number and
Name

ISA VolP
Security Control

Cross-Reference
Sections

Configuration Management Policy an
Procedures (CM-1)

dN/A — Organizational Document
or Process Control

Baseline Configuration (CM-2)

N/A — Organizatiofadcument
or Process Control

Configuration Change Control (CM-3

N/A — Organimatll Document
or Process Control

Security Impact Analysis (CM-4)

N/A — Organizatibiocument
or Process Control

Access Restrictions for Change (CM-

IP phone restricts the installatior
of unauthorized patches and
firmware.

Configuration Settings (CM-6)

N/A — InfrastructuRelated
Control.

Least Functionality (CM-7)

Disable unnecessary / unused
capabilities, services, protocols,

logical TCP/UDP ports and
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physical network ports.
Remove unnecessary programs

Information System Component
Inventory (CM-8)

IP phone is represented by a
unique identifier. Only an
authorized IP phone may acces:
the network (i.e., 802.1x).

Configuration Management Plan (CM

9)

-N/A — Organizational Document
or Process Control

Table 5-8. Family of Contingency Planning Controls

SP 800-53 Control Number and

Name

ISA VolIP
Security Control

Cross-Reference

Sections

Contingency Planning Policy and
Procedures (CP-1)

N/A — Organizational Document
or Process Control

Contingency Plan (CP-2)

Automated mechanism to chang
the configuration settings on the

IP phone as part of a contingenc

effort.

e

y

Contingency Training (CP-3)

N/A — Organizationalddment
or Process Control

Contingency Plan Testing and
Exercises (CP-4)

N/A — Organizational Document
or Process Control

Contingency Plan Update (CP-5) N/A
**WITHDRAWN
Alternate Storage Site (CP-6) N/A

Alternate Processing Site (CP-7)

Capability for end user to log int
an alternate IP phone at the end
user’'s home site, and send/rece
calls using end user’s identifier
(i.e., SIP URL, phone #).
Capability for end user to log int
an alternate IP phone at a
different site from end user’s
home site, and send/receive cal
using user’s identifier (i.e., SIP
URL, phone #)

(@)

ive

S

Telecommunications Services (CP-8

Capability for end user to log int
an alternate IP phone at the end
user’s home site, and send/rece
calls using end user’s identifier
(i.e., SIP URL, phone #).
Capability for end user to log int
an alternate IP phone at a
different site from end user’s
home site, and send/receive cal

ive

(@)

S

using user’s identifier (i.e., SIP

Page 43




ISA VoIP Project 2010

IP Phone Baseline SecuritgcXlist

Version 0.6

URL, phone #)

Information System Backup (CP-9)

N/A — Organizational Document
or Process Control - Automated
mechanism to securely backup
configuration / provisioning file,
firmware and patch software
while protecting the integrity of
the files.

Information System Recovery and
Reconstitution (CP-10)

Automated mechanism for IP
phone to be rebooted to its
normal mode of operation.
Automated mechanism for IP
Phone to be rebooted to its
failover mode of operation (i.e.,

register to secondary call server)).

Table 5-9. Family of Incident Response Controls

SP 800-53 Control Number and
Name

ISA VolP
Security Control

Cross-Reference
Sections

Incident Response Policy and
Procedures (IR-1)

N/A — Organizational Document
or Process Control

Incident Response Training (IR-2)

N/A — OrganizaibDocument
or Process Control

Incident Response Testing and
Exercises (IR-3)

N/A — Organizational Document
or Process Control

Incident Handling (IR-4)

Automated mechanism to
dynamically reconfigure the IP

phone in response to an incident.

Incidents may include phone re-
register to secondary call server
disable specific features,

protocols, services on the phone.

Incident Monitoring (IR-5)

Automated mechanism to log

phone events to a remote server.

Incident Reporting (IR-6)

N/A — Organizational Docent
or Process Control

Incident Response Assistance (IR-7)

N/A — Orgaronal Document
or Process Control

Incident Response Plan (IR-8)

N/A — Organizatiddetument
or Process Control
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SP 800-53 Control Number and
Name

ISA VolIP
Security Control

Cross-Reference
Sections

System Maintenance Policy and
Procedures (MA-1)

N/A — Organizational Document
or Process Control

Controlled Maintenance (MA-2)

N/A — Organizatiofacument
or Process Control

Maintenance Tools (MA-3)

N/A — Organizational Docemh
or Process Control

Non-Local Maintenance (MA-4)

Employs strong identification an
authentication techniques in the
establishment of non-local
maintenance and diagnostic
sessions

Maintenance Personnel (MA-5)

N/A — OrganizationacDment
or Process Control

Timely Maintenance (MA-6)

N/A = Organizational Dauant
or Process Control

Table 5-11. Family of Media Protection Controls

SP 800-53 Control Number and
Name

ISA VolP
Security Control

Cross-Reference
Sections

Media Protection Policy and
Maintenance (MP-1)

N/A — Organizational Document
or Process Control

Media Access (MP-2)

N/A — Organizational Documer
or Process Control.
Assumptions: (i) IP phone
configuration and/or firmware ar
not considered ‘media’ in the
context of this security control.

D

Media Marking (MP-3)

N/A — Organizational Document

or Process Control

Media Storage (MP-4)

The organization employs
cryptographic mechanisms to
protect information stored on IP
phone (i.e., call recordings store
as files) — ‘data at rest’

Media Transport (MP-5)

IP phone employs cryptographig
mechanisms to protect the
confidentiality and integrity of
media session during transport
with other information systems
(i.e., IP phone, voicemail,
conference bridge).

Media Sanitization (MP-6)

N/A — Organizational Dooent
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or Process Control. Device
configuration and any other med
content to be erased once
decommissioned.

Question — investigate support g

removable media on IP phone.

ia

—h

Table 5-12. Family of Personnel Security Controls

SP 800-53 Control Number and
Name

ISA VolP
Security Control

Cross-Reference
Sections

Personnel Security Policy and
Procedures (PS-1)

N/A — Organizational Document
or Process Control

Position Categorization (PS-2)

N/A — Organizationatument
or Process Control

Personnel Screening (PS-3)

N/A — Organizationalubent
or Process Control

Personnel Termination (PS-4)

N/A — Organizationatment
or Process Control

Personnel Transfer (PS-5)

N/A — Organizational Doent
or Process Control

Access Agreements (PS-6)

N/A — Organizational Dcenm
or Process Control

Third Party Personnel Security (PS-7

N/A — Orgatanal Document
or Process Control

Personnel Sanctions (PS-8)

N/A — Organizationalubzent
or Process Control
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SP 800-53 Control Number and
Name

ISA VolP
Security Control

Cross-Reference
Sections

Physical and Environmental Protectic
Policy and Procedures (PE-1)

M/A — Organizational Document
or Process Control

Physical Access Authorizations (PE-?

) N/A — Orgatianal Document
or Process Control

Physical Access Control (PE-3)

Support of network based port
authentication — 802.1x
supplicant on IP phone.

Disable booting from removable
media.

Ability to enable / disable PC po
on IP Phone.

Enable password protection of
BIOS settings

Restrict access to config admin
and diagnostic tools embedded
IP phone to entities with
authorized credentials (i.e.,
password, certificate).

Access Control for Transmission
Medium (PE-4)

Support of network based port
authentication — 802.1x
supplicant on IP phone.

Ability to enable / disable PC po
on IP Phone.

Access Control for Output Devices
(PE-5)

Not Applicable

Monitoring of Physical Access (PE-6

Not Applicable- Infrastructure
Related Control

Visitor Control (PE-7)

Not Applicable — Organizatal
Document or Process Control

Access Records (PE-8)

Not Applicable — Organizatior
Document or Process Control

Power Equipment and Power Cabling Not Applicable — Infrastructure

(PE-9)

Related Control (for Power Overt
Ethernet support)

Emergency Shutoff (PE-10)

Not Applicable

Emergency Power (PE-11)

Not Applicable

Emergency Lighting (PE-12)

Not Applicable

Fire Protection (PE-13)

Not Applicable

Temperature and Humidity Controls
(PE-14)

Not Applicable

Water Damage Protection (PE-15)

Not Applicable

Delivery and Removal (PE-16)

Not Applicable

Alternate Work Site (PE-17)

Not Applicable
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Location of Information System
Components (PE-18)

Not Applicable

Information Leakage (PE-19)

Priority O not requifed
baseline

Table 5-14. Family of System and

Information Intgg€ontrols

SP 800-53 Control Number and
Name

ISA VolP
Security Control

Cross-Reference
Sections

System and Information Integrity
Policy and Procedures (SI-1)

N/A — Organizational Document
or Process Control

Flaw Remediation (SI-2)

N/A — Organizational Docurhe
or Process Control

Malicious Code Protection (SI-3)

N/A — InfrastructiRelated
Control

Information System Monitoring (SI-4)

N/A — Infrastructure Related
Control

Alert and logging of unauthorize
/ non-privileged access

Security Alerts, Advisories and
Directives (SI-5)

N/A — Organizational Document
or Process Control

Security Functionality Verification (Slt

6

N/A — Organizational Document
or Process Control

Software and Information Integrity (S
7

IP phone supports integrity
verification of downloaded
firmware.

Spam Protection (SI-8)

Not Applicable

Information Input Restrictions (SI-9)

Authentication and authorization
mechanisms required to change
configuration settings and
download new firmware.

Information Input Validation (SI-10)

Input validation to be tested
against SIP OS stack embeddec
on IP phone using SIP
vulnerability / fuzzing tools.

Error Handling (SI-11)

Error handling of SIP OS stack
embedded on IP phone using S
vulnerability / fuzzing tools.

P

Information Output Handling and
Retention (SI-12)

N/A — Organizational Document
or Process Control

Predictable Failure Prevention (SI-13

N/A — Orgational Document

or Process Control
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This section contains mappings for the followingilges of technical controls:

- Access Control (AC)

Audit and Accountability (AU)
Identification and Authentication (I1A)
System and Communications Protection (SC)

Table 5-15. Family of Access Control Controls

SP 800-53 Control Number and
Name

ISA VolIP
Security Control

Cross-Reference
Sections

Access Control Policy and Procedurs
(AC-1)

d\/A — Organizational Document
or Process Control

Account Management (AC-2)

Disable and remove temporary,
vendor default and guest accour

Its

Access Enforcement (AC-3)

IP Phone registration using
unique identification.

Local login credentials for user
and administration roles.

Information Flow Enforcement (AC-4

N/A — Infrastiture Related
Control

Separation of Duties (AC-5)

N/A — Organizationalddment
or Process Control

Least Privilege (AC-6)

Disable unused phone features,
services and applications;
Role-based privileges for user a

administration.(unique credentials

for each role and user)

nd

Unsuccessful Login Attempts (AC-7)

IP phone registration failure
temporary lockout; user and
admin failure lockout.

System Use Notification (AC-8)

Support an acceptable use
notification message or banner

before granting access to phone.

Previous Logon (Access) Notification
(AC-9)

Priority O not required for
baseline

Concurrent Session Control (AC-10)

The number of concurrent
sessions permitted on the IP
phone should be limited to the
number of extensions configurec
for that phone.

Session Lock (AC-11)

Not applicable

Session Termination (AC-12)
*WITHDRAWN

Not Applicable

Supervision and Review (AC-13)

Not Applicable
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*WITHDRAWN

Permitted Actions without
Identification or Authentication (AC-
14)

Emergency call may be dialed
from phone without an authorized
account.

Capability to limit call routing on
a per account and device basis.

Automated Marking (AC-15)
*WITHDRAWN

Not Applicable

Security Attributes (AC-16)

Priority O not requiréat
baseline

Remote Access (AC-17)

D

Remote session to access phon
to be established using secure
network protocol (i.e., SSH,
IPSec) to ensure confidentiality
and integrity of the information.
Number of concurrent remote
sessions to be restricted.

Wireless Access (AC-18)

Access Control for Mobile Devices

N/A — Organizational Document

(AC-19) or Process Control
Use of External Information Systems| N/A — Organizational Document
(AC-20) or Process Control.

User-Based Collaboration and
Information Sharing (AC-21)

Priority O not required for
baseline

Publicly Accessible Content (AC-22)

N/A — Organipatall Document
or Process Control.

Table 5-16. Family of Identification and Authentioa Controls

SP 800-53 Control Number and
Name

ISA VolP
Security Control

Cross-Reference
Sections

Identification and Authentication
Policy and Procedures (I1A-1)

N/A — Organizational Document
or Process Control.

Identification and Authentication
(Organizational Users) (I1A-2)

Unique identification of users and
administrators to use IP phone
except for limited role (i.e., lobby
phone, E911).

Authentication of user identity
accomplished using passwords,
token and/or certificate.

Device Identification and
Authentication (IA-3)

IP phone authenticates itself wit
the network before allowing call$
to be established. Network base
authentication mechanisms suct
as 802.1x EAP, RADIUS,
TACACS. ldentifier must

S g ¥ 5
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uniquely identify the phone.

Identifier Management (I1A-4)

N/A — InfrastructureRted
Control

Authenticator Management (IA-5)

N/A — InfrastructiRelated
Control

Authenticator Feedback (IA-6)

Applicable but can not be
validated using automated
methods

Cryptographic Module Authentication
(IA-7)

*TBD *

Identification and Authentication (Nor
Organizational Users) (I1A-8)

Non-organizational users may u
phone in a limited role (i.e., lobb
phone, E911) without
authentication.

s5e

Table 5-17. Family of Audit and Accountability Caoois

SP 800-53 Control Number and
Name

ISA VolP
Security Control

Cross-Reference
Sections

Audit and Accountability Policy and
Procedures (AU-1)

N/A — Organizational Document
or Process Control.

Auditable Events (AU-2)

N/A — Organizational Docume
or Process Control.

Content of Audit Records (AU-3)

IP phone to log and/or alert on
events with sufficient informatior
(i.e., type of event, date, time,
source of event, success / failur
and subject identities associated
with the event).

The IP phone may but not

At a minimum, the phone is to
have a supporting role as noted
above.

required to product audit records

N

11%

4

Audit Storage Capacity (AU-4)

N/A — InfrastructuRelated
Control
Phone has a supporting role as
defined in AU-3 but no audit
storage.

Response to Audit Processing Failuré
(AU-5)

2dN/A — Infrastructure Related
Control

Audit Review, Analysis and Reporting
(AU-6)

) N/A — Infrastructure Related
Control

Audit Reduction and Report
Generation (AU-7)

N/A — Infrastructure Related
Control

Time Stamps (AU-8)

The IP phone uses the NTP
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protocol to provide synchronized
timestamps for events.

Protection of Audit Information (AU-9

N/A — Infrastructure Related
Control.

Authoritative audit logs are
maintained on a central logging
system.

Non-repudiation (AU-10)

*TBD *

Audit Record Retention (AU-11)

N/A — InfrastructuRelated
Control.
The authoritative audit log is not
maintained on the IP phone itse

=N

Audit Generation (AU-12)

Logging and/or alerting level to
be configurable.

Monitoring for Information Disclosure
(AU-13)

Priority O not required for
baseline

Session Audit (AU-14)

Priority O not required for

baseline

Table 5-18. Family of System and C

ommunicationgdetamn Controls

SP 800-53 Control Number and
Name

ISA VolP
Security Control

Cross-Reference
Sections

System and Communications
Protection Policy and Procedures (S(
1)

N/A — Organizational Document
Cor Process Control

Application Partitioning (SC-2)

Access to the phone configuratiq

troubleshooting functionality
requires successful authenticatig
and authorization.

N

DN

and management, diagnostics and

Security Function Isolation (SC-3)

Not Applicable

Information in Shared Resources (SC
4)

Phone not to reveal any call
information (i.e., caller 1D, mid-
call digits dialed, phone log) to
another user account.
Non-authenticated accounts (i.e
public lobby phone) not to revea
any information including call
log, last number dialed, etc.

Denial of Service Protection (SC-5)

SIP over TLS for signaling and
Secure RTP for media. Packet
filtering or rate limiting supportec
by phone.

Resource Priority (SC-6)

Priority O not required fo
baseline

Boundary Protection (SC-7)

Not Applicable — Infrasture
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Related Control

Transmission Integrity (SC-8)

Secure RTP for media, SIP over
TLS for signaling, SSH/SSL for
management

Transmission Confidentiality (SC-9)

Secure RTP for media, SIP ovef
TLS for signaling, SSH/SSL for
management

Network Disconnect (SC-10)

Phone transitions to on-hook st3
when remote phone (i) gracefull
disconnects with SIP Bye
message or (ii) disconnects with
no SIP Bye ( = no media or
signaling packets received).

‘Q

Trusted Path (SC-11)

Priority O not required for
baseline

Cryptographic Key Establishment ang
Management (SC-12)

i N/A — Organizational Document
or Process Control

N/A — Infrastructure Related
Control

Use of Cryptography (SC-13)

Use of approved encryption
algorithm for SIP over TLS,
Secure RTP, and SSH/SSL for
management.

Public Access Protection (SC-14)

Not Applicable

Collaborative Computing Devices (S(
15)

Phone to support explicit
enable/disable of remote
activation and indication of
collaborative functionality.

Transmission of Security Attributes
(SC-16)

Priority O not required for
baseline

Public Key Infrastructure Certificates
(SC-17)

N/A — Infrastructure Related
Control

Mobile Code (SC-18)

Prohibit download and executior
of unauthorized software.
Digitally signed firmware,
configuration and provisioning
files.

Voice over Internet Protocol (SC-19)

N/A — Orgari@aal Document
or Process Control

Secure Name / Address Resolution
Service (Authoritative Source) SC-20

Not Applicable. Requires use of
Secure DNS which is not
supported by today’s phones.

Secure Name / Address Resolution
Service (Recursive or Caching
Resolver) SC-21

Not Applicable. Requires use of
Secure DNS which is not
supported by today’s phones

Architecture and Provisioning for

Not Applicableedriires use of
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Name / Address Resolution Service
(SC-22)

Secure DNS which is not
supported by today’s phones

Session Authenticity (SC-23)

Approved use of security
measures to mitigate man-in-
middle attacks; including use of
Secure RTP for media, SIP ove
TLS for signaling, SSH/SSL for
management, detection of ARP
poisoning and disable gratuitous
ARP.

Fail in Known State (SC-24)

Not Applicable

Thin Nodes (SC-25)

Priority O not required for
baseline

Honeypots (SC-26)

Priority O not required for
baseline

Operating System-Independent
Applications (SC-27)

Priority O not required for
baseline

Protection of Information at Rest (SC
28)

Authorization mechanism
required in order to allow

information maintained by phone

(i.e., configuration, log) to be
viewed, changed or deleted by
authorized parties only.
Confidentiality and integrity of
such information to be protected
using encryption.

174

Heterogeneity (SC-29)

Priority O not required for
baseline

Virtualization Techniques (SC-30)

Priority O notjuéred for
baseline

Covert Channel Analysis (SC-31)

Priority O not reed for
baseline

Information System Partitioning (SC-
32

Not Applicable

Transmission Preparation Integrity
(SC-33)

Priority O not required for
baseline

Non-Modifiable Executable Programs

(SC-34)

Priority O not required for
baseline
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Appendix B — Validation Rules

This section defines plain-text rules to validdte baseline configuration settings
referenced in the IP Phone Baseline Security CistcklThese validation rules will be
used to express the checklist in an XML format Hasme Security Content Automation
Protocol (SCAP) / eXtensible Configuration ChedKbescription Format (XCCDF) and
be validated against the published version of tG€RF schema.

The validation rules are organized according tloeisey principles in section 4, which
provide a more in depth description of the sigaifice of the settings. The rules are
numbered and cross-referenced to the relevantisecantrol defined in section 4. The
configuration setting of some security control p@s will not be verifiable using SCAP,
and consequently a manual inspection will be reguiEach validation rule will be cross-
reference to the section in this document thatildetse corresponding security control

policy.

B.1 Confidentiality and Privacy

Identifier Validation Rule Validation Cross Reference
Number Method ISA VolP Control

The IP phone is configured to download est assertion: IP
the firmware image file only from an | phone loads
authorized system (i.e., Call Agent, Calfirmware from
Manager). authorized system

ISA-VoIP-4.1.1.1-1

Test assertion: IP
The IP phone is configured to use a | phone uses secure

secure file transport protocol such as | transport for ISA-VoIP-4.1.1.1-2
SFTP or SCP. firmware image

transport
The IP phone is configured to use a Tﬁs';zslfseergon. P
secure file transport protocol such as gncr ted firmware ISA-VoIP-4.1.1.1-2
SFTP or SCP. imagip

The IP phone is configured to download est assertion: IP
the configuration files only from an phone loads

authorized system (i.e., Call Agent, Caltonfiguration from
Manager). authorized system

ISA-VoIP-4.1.1.2-1

Test assertion: IP
The IP phone is configured to use a | phone uses secure

secure file transport protocol such as | transport for ISA-VoIP-4.1.1.2-2
SFTP or SCP. configuration
transport

The IP phone is configured to use a | Test assertion: IP

. ISA-VolP-4.1.1.2-2
secure file transport protocol such as | phone uses
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SFTP or SCP.

encrypted
configuration
file(s)

All remote administrative and
management connections are encrypt

Test assertion: IP
phone uses an
encrypted transpor
edrotocol for
administration and
management

[ ISA-VolP-4.1.1.3-1

The IP Phone is configured to use
AES/SHA2 TLS encrypted web based
administration.

Test assertion: IP
phone uses
AES/SHA2 TLS
encrypted web
based
administration

ISA-VoIP-4.1.1.3-2

The IP phone is configured to use SSk
command oriented administration.

Test assertion: IP
dphone uses SSH
command oriented
administration

ISA-VolP-4.1.1.3-3

The IP phone limits remote managem
to authorized users.

Test assertion: IP
-ppone limits
remote
management to
authorized users

ISA-VolP-4.1.1.3-4

The IP phone is configured to use TLS
transport for SIP signaling messages.

Test assertion: IP
b phone uses TLS
transport for SIP
signaling message

ISA-VolP-4.1.2.1-1

[

The IP Phone should not use MD5
Digest authentication because such a
authentication method has known
weaknesses which may be exploited.

Test assertion: IP
nphone does not us
MD5 Digest
authentication

" ISA-VoIP-4.1.2.1-2

An IP Phone may have a digital
certificate installed on it, signed by the
manufacturer’s certificate authority.
This is known as a Manufacturer
Installed Certificate. The IP phone
should not use a Manufacturer Installe
Certificate (MIC).

Test assertion: IP
phone does not us
a Manufacturer
Installed Certificate
dMIC)

D

ISA-VolIP-4.1.2.1-3

The IP phone is configured to use
Secure RTP (SRTP) for encryption of
the media.

Test assertion: IP
phone uses Securg
RTP (SRTP) for

media encryption

 ISA-VoIP-4.1.3.1-1

The IP phone is configured to have
Secure (and non-secure) RTCP disab

Test assertion: IP
one has Secure

ISA-VoIP-4.1.3.1-2

CP disabled
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The IP phone is configured to have
Secure (and non-secure) RTCP disab

Test assertion: IP
one has RTCP

eg‘ih'sabled

ISA-VoIP-4.1.3.1-2

Test assertion: IP
hone does not us

D

The IP phone does not use Manufacturer,
. Manufacturer ISA-VoIP-4.1.3.1-3
Installed Certificates (MIC). Installed Certificate
(MIC)

The IP Phone is configured to use of
LSCs (Locally Signed Certificates).

Test assertion: IP
phone uses LSCs
(Locally Signed

ISA-VoIP-4.1.3.1-4

Certificates)
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Identifier
Number

Validation Rule

Validation
Method

Cross Reference
ISA VolP Control

IP phone is configured to validate
digitally signed firmware files.

Test assertion: IP
phone validates
digitally signed
firmware files

ISA-VoIP-4.2.1.1-
1

IP phone will not write the firmware to
flash if the validation fails.

Test assertion: IP
phone rejects
firmware files with
invalid digital
signature

ISA-VolP-4.2.1.1-
2

IP phone is configured to validate
digitally signed configuration files.

Test assertion: IP
phone validates
digitally signed
configuration files

ISA-VolP-4.2.1.2-
1

IP phone will not write the configuratig
to flash if the validation fails.

Test assertion: IP
nphone rejects
configuration files
with invalid digital
sighature

ISA-VolP-4.2.1.2-
2

The IP phone is configured to use TLS
transport for SIP signaling messages.

Test assertion: IP
b phone uses TLS
transport for SIP
signaling message

ISA-VolP-4.2.2.1-
1

[

The IP Phone should not use MD5
Digest authentication because such a
authentication method has known
weaknesses which may be exploited.

Test assertion: IP
nphone does not us
MD5 Digest
authentication

2|SA-VolP-4.2.2.1-
2

An IP Phone may have a digital
certificate installed on it, signed by the
manufacturer’s certificate authority.
This is known as a Manufacturer
Installed Certificate. The IP phone
should not use a Manufacturer Installe
Certificate (MIC).

Test assertion: IP
phone does not us
a Manufacturer
Installed Certificate
dMIC)

®ISA-VoIP-4.2.2.1-
3

The IP phone is configured to use
Secure RTP (SRTP) for encryption of
the media.

Test assertion: IP
phone uses Securg
RTP (SRTP) for

» ISA-VolP-4.2.3.1-
1

media encryption
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B.3 Integrity
Identifier Validation Rule Validation Cross Reference
Number Method ISA VolP Control

Test assertion: IP
phone has latest
certified firmware

ISA-VolP-4.3.1.1-
1

Test assertion: IP
phone has latest
approved
configuration file

ISA-VolP-4.3.1.1-
2

IP phone is configured to validate
digitally signed firmware files.

Test assertion: IP
phone validates
digitally signed
firmware files

ISA-VoIP-4.3.1.2-
1

IP phone will not write the firmware to
flash if the validation fails.

Test assertion: IP
phone rejects
firmware files with
invalid digital
signature

ISA-VolP-4.3.1.2-
2

IP phone is configured to validate
digitally signed configuration files.

Test assertion: IP
phone validates
digitally signed
configuration files

ISA-VolP-4.3.1.3-
1

IP phone will not write the configuratig
to flash if the validation fails.

Test assertion: IP

nphone rejects

configuration files
with invalid digital
signature

ISA-VoIP-4.3.1.3-
2

Test assertion: IP
phone accepts
firmware and
configuration files
only from
authorized system

ISA-VolP-4.3.1.4-
1

Test assertion: IP
phone has no
unapproved conter

ISA-VoIP-4.3.1.5-
1

—

The IP phone is configured to use TLS
transport for SIP signaling messages.

Test assertion: IP

5> phone uses TLS

transport for SIP
signaling message

ISA-VolP-4.3.2.1-
1

|72}

The IP phone is configured to use
Secure RTP (SRTP) for encryption of
the media.

Test assertion: IP
phone uses Securg
RTP (SRTP) for

| ISA-VoIP-4.3.3.1-
1
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media encryption

The IP phone is to play indication
tone(s) or display a marking to indicate
both ends of the call is established
through media endpoints (i.e., IP phor
gateway) that are configured as secur
protected devices.

| Test assertion: IP

" phone provides
audible indication
e

ePf secure call
é’stablishment

ISA-VolP-4.3.3.2-
1

The IP phone is to play indication
tone(s) or display a marking to indicate
both ends of the call is established

through media endpoints (i.e., IP phone

gateway) that are configured as secur

| Test assertion: IP

" phone provides
visual indication of

o ecure call
&stablishment

protected devices.

ISA-VoIP-4.3.3.2-
1
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Identifier Validation Rule Validation Cross Reference
Number Method ISA VolIP Control
IP phone permits factory reset by Automated 44.1.1
authorized administrator AND
administrator is successfully
authenticated
IP phone configuration requires user | Automated 4.4.1.2
authentication to view or modify
IP phone default users and passwords Automated 44.1.2
are disabled
IP phone masks characters typed into| Automated 4.4.1.2
password field
IP phone userid and password are not Automated 4.4.1.2
transported across network as clear text
IP phone password follows Manual 44.1.2
organizational policy
IP phone does not display last usernanidanual 44.1.3
logged on
IP phone automatically logs out Automated 44.1.4
administrator after specified time of
inactivity
IP phone remote management uses | Automated 4.4.1.5
SSHv2 OR TLS connections
IP phone accepts remote managementAutomated 4415
connections only from authorized
systemgshould this go in authZ
section?]
IP phone does not initiate remote Manual 4415
management connections
IP phone receives and validates binary Manual 44.1.6

firmware image only from authorized
provisioning server OR IP phone
receives binary firmware image only
from authenticated and authorized
provisioning server over encrypted
channel
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IP phone rejects and does not install | Manual 44.1.6
binary firmware image that does not
validate OR IP phone rejects binary
firmware image from either

unauthenticated server or unencrypted
channel

IP phone receives and validates a Manual 4.4.1.7
configuration file only from authorized
provisioning server OR IP phone
receives a configuration file only from
authenticated and authorized
provisioning server over encrypted
channel

IP phone rejects and does not install 8 Manual 4.4.1.7
configuration file that fails validation
OR IP phone rejects a configuration file
download from either unauthenticated
server or unencrypted channel

IP phone configuration supports 802.1XAutomated 4.4.1.8
supplicant

IP phone is configured for bi-directionalAutomated 4421
client certificate authentication with
authorized call managers at SIP
initiation.

IP phones uses either organizational CAutomated 44.2.1
issued certificates or LCSs (Locally
Signed Certificates) for SIP
authentication OR IP phone is
configured to use pre-shared secrets for
SHA2 SIP authentication

IP phone configuration has Automated 442.1
Manufacturer Installed Certificates
(MICs) disabled for SIP authentication

IP phone does not register with a call | Automated 4.4.2.1
manager if authentication fails

IP phone is configured to require users Automated 4.4.2.2
to re-authenticate after a specified
period of inactivity to access services

IP phone is configured for bi-directionalAutomated 4.4.2.3
certificate authentication with other IP
phone endpoints prior to completing S|P
call setup

IP phone is configured to use TLS Automated 444.2.

Page 62




ISA VoIP Project 2010

IP Phone Baseline SecuritgcXlist

Version 0.6

transport with 128 bit AES/SHA2
ciphers for SIP signaling messages O
IP phone is configured to use TLS
transport with 168 bit SDES/SHA
ciphers for SIP signaling messages

A

IP phone is configured for bi-directiong
X.509 client certificate authentication &
TLS connection initiation

lAutomated
At

44.2.4

IP phone does not register with a call
manager if SIP TLS authentication fail

Automated
5

44.2.4

IP phone is configured to use Secure
RTP (SRTP) for media encryption

Automated

443.1

B.5 Access Control and Authorization

Identifier Validation Rule Validation Cross Reference
Number Method ISA VolIP Control
IP phone general configuration is only| Manual 4511
displayed to authorized users
IP phone network configuration is only Manual 45.1.1
displayed to authorized users
IP phone security configuration is only Manual 45.1.1
displayed to authorized users
IP phone user preferences are only | Manual 4511
displayed to authorized users
IP phone status information is only Manual 4511
displayed to authorized users
IP phone log information is only Manual 45.1.1.
displayed to authorized users
IP phone auto-provisioning is enabled| Automated 45.1.2
AND configuration file download is
from authorized provisioning server
IP phone requires validates Manual 45.1.3
authorization before performing
configuration changes
IP phone limits local user configuration Manual 45.1.3
changes by organizational policy
IP phone indicates (grays out) Manual 45.1.3
configuration fields that cannot be
modified by a local user
IP phone prevents display of called Manual 45.1.4

telephone numbers to unauthorized
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users

IP phone prevents display of speed di
lists to unauthorized users

aManual

4514

IP phone is configured with unnecessautomated

services disabled according to
organizational policy

4515

IP phone is configured with unused

remote management protocols disabled

Automated

4515

IP phone validates administrative
authorization prior to permitting
enabling of services

Automated

45.1.6

IP phone validates administrative
authorization during initiation of remot
management access

Automated

D
C

4.5.1.6

IP phone is assigned a unique IP addresatomated

AND IP phone is connected to a
dedicated voice VLAN

45.1.7

IP phone is not assigned a public IP

address AND IP phone network subnet
follows non-public RFC1918 addressing

Automated

45.1.7

IP phone in a public area is assigned

a1 Automated

unique IP address from a guest IP subnet

AND IP phone is connected to a
dedicated guest voice VLAN

45.1.7

IP phone network port is configured
with 802.1Q enabled AND IP phone
network port is configured with a
mandatory voice VLAN and optional
data VLAN

Automated

45.1.8

IP phone signaling and media transpo
allowed on the voice VLAN AND IP
phone signaling and media transport i
not allowed on a data VLAN

rtAutomated

\"2)

45.1.8

IP phone does not transmit data traffig Automated

on the voice VLAN

45.1.8

IP phone PC data port is disabled if notAutomated

normally used AND IP phone PC data
port is disabled in public areas

45.1.9

IP phone is configured with 802.1X
supplicant AND MAC addresses are
limited to authorized devices

Automated

45.1.9

IP phone network port is connected to
switch which is configured to only allo
access by authorized IP phone and
attached PC

Automated
N

4.5.1.9

IP phone network port is a physical

Automated

¥
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connection to a switch AND wireless ar
Bluetooth interfaces are disabled

IP phone network port is connected to| sAutomated 45111
switch with gratuitous ARP disabled

(intentionally left blank)

IP phone is configured to disallow file | Manual 45.1.12
downloads to local devices AND USB
console and auxiliary ports are disabled

IP phone is configured to restrict file | Automated 45.1.13
downloads to authorized management

systems

IP phone registers to authorized call | Automated 4521

manager AND call manager contains
registration entry for this IP phone

IP phone auto-registration is disabled Automated 5.241

IP phone is configured to permit Manual 4522
outbound calls based on organizational

policy

IP phone is configured to permit Automated 45.2.2

emergency calling without
authentication based on organizational

policy

IP phone is configured to limit Automated 45.2.3
functionality of unauthorized users

IP phone is configured to delay Automated 4523

authentication attempts after a specified
number of failures

IP phone is configured to prohibit Automated 45.2.3
authentication attempts according to
organizational policy AND IP phone is
configured to re-allow authentication
attempts after a configurable duration

IP phone is configured to limit the UDP Automated 45.3.1
port range used to establish SRTP media
sessions

Page 65




ISA VolP Project 2010 IP Phone Baseline Securhecklist

Version 0.6
B.6 Availability and Reliability
Identifier Validation Rule Validation Cross Reference
Number Method ISA VolP Control
B.7 Accounting and Auditing
Identifier Validation Rule Validation Cross Reference
Number Method ISA VolP Control
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Version 5 of the Common Configuration EnumeratiGE) List maintained by Mitre

(http://cce.mitre.org/lists/cce_list.hthdoes not define any CCE entries specific to Ehe |

phone handset. This section provides an overvietheo§ecurity settings that will be put
into place by the SCAP formatted security configjoratemplates.

C.1 Confidentiality and Privacy

Identifier Security Control Policy Available Recommended

Number Settings Setting
C.2 Non-Repudiation

Identifier Security Control Policy Available Recommended

Number Settings Setting
C.3 Integrity

Identifier Security Control Policy Available Recommended

Number Settings Setting
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C.4 Authentication
Identifier | Security Control Policy Available Settings Recommended
Number Setting
44.1.1 User reset enabled/disabled | User reset disabled
Administrator reset Administrator reset
enabled/disabled enabled
441.1 Administrator authentication | Administrator
enabled/disabled authentication
enabled
4412 Default User enabled/disabled DefaultrUse
disabled
4.4.1.2 Default password changed/ngtDefault password
changed changed
4.4.1.2 IP phone configuration access IP phone
authentication enabled/disabledconfiguration
access
authentication
enabled
44.1.3 IP phone last user display IP phone last user
enabled/disabled display disabled
44.1.4 IP phone remote administrationP phone remote
timeout enabled/disabled administration
timeout enabled
4414 IP phone local administration | IP phone local
timeout enabled/disabled administration
timeout enabled
4415 IP phone remote managementIP phone remote
Web access: HTTPS-TLS management Web
/HTTP access HTTPS-TLS$
4.4.1.5 IP phone remote command lindP phone remote
access: SSHv2 / Telnet command line
access SSLv2
4415 IP phone remote managementIP phone remote
request enabled / disabled management
request disabled
4.4.1.6 IP phone binary firmware imagé phone binary

digital signature validation
enabled / disabled

firmware image
digital signature

validation enabled
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4.4.1.6 IP phone provisioning server IRP phone
address defined / undefined | provisioning server
IP address defined
4.4.1.7 IP phone configuration file IP phone
digital signature validation configuration file
enabled / disabled digital signature
validation enabled
4.4.1.7 IP phone configuration file IP phone
server IP address defined / configuration file
undefined server IP address
defined
44.1.8 IP phone is configured / no | IP phone is
configured for 802.1X configured for
Supplicant multi-domain 802.1X Supplicant
VLANSs multi-domain
VLANS
4421 IP phone Locally Significant | IP phone Locally
Certificate installed / not Significant
installed Certificate installed
4421 IP phone Locally Significant | IP phone Locally
Certificate enabled /disabled | Significant
Certificate enabled
4421 IP phone Manufacturer InstalletP phone
Certificate enabled / disabled | Manufacturer
Installed Certificate
disabled
4421 IP phone SHA2 authentication IP phone SHA2
enabled / disabled authentication
enabled
4421 IP phone MD5 Digest IP phone MD5
authentication enabled / Digest
disabled authentication
disabled
4.4.2.2 IP phone user inactivity timeoutP phone user
enabled / disabled inactivity timeout
enabled
4.4.2.3 IP phone PKI SIP authenticationP phone PKI SIP
4424 enabled / disabled authentication
enabled
4.4.2.3 IP phone SHA2 SIP IP phone SHA2 SIR
authentication enabled / authentication
disabled enabled
4.4.2.3 IP phone MD5 Digest IP phone MD5
authentication enabled / Digest
disabled authentication
enabled
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4.4.2.4 IP phone SIP transport TLS /| IP phone SIP
HTTP transport TLS
4431 IP phone media transport RTR IP phone media

Secure RTP

transport Secure
RTP

C.5 Access Control and Authorization

Identifier | Security Control Policy Available Settings Recommended
Number Setting
45.1.1 IP phone configuration access IP phone
restricted: Yes / No configuration
access restricted:
Yes
45.1.1 IP phone user preferences IP phone user
restricted: Yes / No preferences
restricted: Yes
45.1.2 IP phone configuration IP phone
download enabled / disabled | configuration
download enabled
45.1.2 IP phone configuration file IP phone
server IP address defined / configuration file
undefined server IP address
defined
45.1.3 IP phone configuration access IP phone
authorization enabled/disabled configuration
access authorizatio
enabled
4514 IP phone clear called numbersIP phone clear
on logout enabled / disabled | called numbers on
logout enabled
45.1.4 IP phone user speed dial view IP phone user spee
restricted: Yes / No dial view restricted:
Yes
4515 IP phone Telnet service enabldé® phone Telnet
/ disabled service disabled
45.15 IP phone FTP service enabled IP phone FTP
disabled service disabled
4515 IP phone TFTP service enabledP phone TFTP

/ disabled

service disabled
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4515 IP phone SNMP service enabld® phone SNMP
/ disabled service disabled
45.15 IP phone HTTP/HTTPS web | IP phone
server enabled / disabled HTTP/HTTPS web
server disabled
45.1.6 IP phone user enabled services$P phone user
Yes / No enabled services:
No
45.1.7 IP phone assigned address | IP phone assigned
RFC1918: Yes / No address RFC1918:
Yes
45.1.7 IP phone default VLAN: IP phone default
Authenticated / Guest VLAN: Guest
45.1.7 IP phone assigned Voice VLANP phone assigned
address: Yes / No Voice VLAN
address: Yes
45.1.8 IP phone 802.1Q enabled IP phone 802.1Q
/disabled enabled
45.1.9 IP phone data port default IP phone data port
enabled / disabled enabled
45.1.11 IP phone switch gratuitous ARFP phone switch
enabled / disabled gratuitous ARP
disabled
4521 IP phone Call Manager/Sip | IP phone Call
Server IP addresses defined /| Manager/SIP
undefined Server IP addresse
defined
4521 IP phone SIP server registratiph® phone SIP serve
enabled / disabled registration enablec
4.5.2.2 IP phone user registration IP phone user
enabled / disabled registration enablec
4523 IP phone unauthorized use | IP phone
restriction: Yes / No unauthorized use
restriction: Yes
4531 IP phone SRTP UDP port rang® phone SRTP
defined / undefined UDP port range
defined
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C.6 Availability and Reliability
Identifier Security Control Policy Available Recommended
Number Settings Setting
C.7 Accounting and Auditing
Identifier Security Control Policy Available Recommended
Number Settings Setting
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Appendix D — Baseline Control Applicability For
Potential Impact Definitions
D.1 Confidentiality and Privacy
Potential Impact Environments
Security Control Policy Low Moderate High
D.2 Non-Repudiation
Potential Impact Environments
Security Control Policy Low Moderate High
D.3 Integrity
Potential Impact Environments
Security Control Policy Low Moderate High
D.4 Authentication
Potential Impact Environments
Security Control Policy Low Moderate High
D.5 Access Control and Authorization
Potential Impact Environments
Security Control Policy Low |  Moderate | High
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D.6 Availability and Reliability

Potential Impact Environments

Security Control Policy

Low

Moderate

High

D.7 Accounting and Auditing

Potential Impact Environments

Security Control Policy

Low

Moderate

High
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Appendix F — Acronyms and Abbreviations

3DES
AES
ATA
CCE
CPE
CVE
DHCP
DMZ
DNS
DTLS
EAP
FDCC
FTP
HSRP
HTTP
HTTPS
IETF
IPSec
ISA
LSC
MAC
MD5
MGCP
MIC
NIST
NTP
oS
PC
PKI
POE
POTS
PSTN
RBAC
RFC
RTCP
RTP
SCAP
SCCP
SCP
SFTP
SHA
SIP
SNMP

Triple Data Encryption Standard
Advanced Encryption Standard
Analog Telephone Adapter

Common Configuration Enumeration
Common Platform Enumeration
Common Vulnerability Enumeration
Dynamic Host Configuration Protocol
DeMilitarized Zone

Domain Name System

Datagram Transport Layer Security
Extensible Authentication Protocol
Federal Desktop Core Configuration
File Transfer Protocol

Hot Standby Router Protocol
Hypertext Transfer Protocol

Hypertext Transfer Protocol over SSL (or TLS)
Internet Engineering Task Force
Internet Protocol Security (VPN)
Internet Security Alliance

Locally Signed Certificate

Media Access Control (address)
Message Digest algorithm 5

Media Gateway Control Protocol
Manufacturer Installed Certificate
National Institute of Standards and Technglog
Network Time Protocol

Operating System

Personal Computer

Public Key Infrastructure

Power Over Ethernet

Plain Old Telephone Service

Public Switched Telephone Network
Role Based Access Control
Request For Comment (IETF)

Real Time Control Protocol

Real Time Protocol

Security Content Automation Protocol
Skinny Client Control Protocol (Cisco VolBrsiling protocol)
Secure Copy

Secure File Transfer Protocol
Secure Hash Algorithm

Session Initiation Protocol (IETF standard ®/slgnaling protocol)
Simple Network Management Protocol

Page 76



ISA VolP Project 2010 IP Phone Baseline Securhecklist

SP
SRTP
SSH
SsL
TCP/IP
TFTP
TLS
UNISTIM
USB
VLAN
VMPS
VOIP
VPN
XML
ZRTP
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Special Publication (from NIST)

Secure Real Time Protocol

Secure Shell

Secure Socket Layer

Transmission Control Protocol / InternettBeol
Trivial File Transfer Protocol

Transport Layer Security

Unified Networks Stimulus (Nortel VoIP sighing protocol)
Universal Serial Bus
Virtual Local Area Network

VLAN Management Policy Server

Voice Over IP

Virtual Private Network

Extensible Markup Language

Zimmerman Real Time Protocol
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