INTERNET SECURITY ALLIANCE
[bookmark: _Int_9grHZPuo]AI Cybersecurity Sector Analysis Series  |  July 2026 Board Meeting
AI and Cybersecurity in the Defense Industrial Base
[bookmark: _Int_8v74RTyr][bookmark: _Int_94vVW1UU]A CISO's Risk Picture: Eight Risks, Ranked — and What We Need From Washington to Manage Them
Based on the sector presentation by JR Williamson, Senior Vice President and Chief Information Security Officer, Leidos, and Chairman of the ISA Board
Revised from the sector presentation and board-member discussion reflected in the source draft
BACKGROUND
The DIB has been developing and using AI for over forty years. We've had fully autonomous systems flying missions long before generative AI started talking to anyone using natural language. So when this sector says the ground has shifted, that's not hype from a newcomer. It's a field report from the most experienced AI operator in critical infrastructure. And the report is: our vulnerability management doctrine, our data boundaries, and our assurance models were built for a different technology, and the new one is already deployed.
Let's be clear about posture first. We are bullish on AI. The administration is bullish on AI. Nothing in this paper argues against adoption — every risk in it argues for adopting deliberately, with controls built in from the start, not retrofitted. The DIB isn't asking permission to slow down. We're asking for the assurance infrastructure and policy to speed up safely.
There are eight risk areas by combined likelihood and impact: (1) agentic tool use and MCP integration, (2) reliability and automation bias, (3) data leakage and classification spillage — all three critical; (4) adversary AI advancement, (5) adversarial manipulation and data poisoning, (6) third-party and supply chain dependency, (7) model and IP theft — all high; and (8) regulatory, export-control, and liability exposure — moderate, and deliberately ranked last. 
The organization whose day job is regulatory policy put regulation at the bottom of its own risk stack. The urgent problems are operational, and no current policy instrument touches them.
Three takeaways matter most. First: frontier models now chain low-severity vulnerabilities into high-impact exploits, which kills the risk-tiering logic the entire vulnerability management discipline is built on. Periodic scanning is dead; continuous, AI-assisted assurance is the new floor. Second: the tokenomics of AI are widening the cybersecurity poverty line across our supply chain — small suppliers can't afford frontier-model defense, and state-sponsored attackers wield those same models against them. Nobody in Congress is talking about this. Third: nobody has written the rules of engagement for AI fighting AI in defense of national systems. That's a question only government can answer, and it hasn't formally asked it yet.
The ask: an executive order establishing a National AI Security Risk Framework; phased NDAA assurance standards for cleared contractors; CMMC-style certification extended to AI/ML — designed honestly, with the outcome measurement CMMC never had; an interagency AI/MCP threat-intel clearinghouse (now taking real shape as Treasury's "Gold Eagle"); and clearer dual-use export guidance harmonized across Five Eyes.
Where the Sector Stands
Start by throwing out the premise that AI is new here. Machine learning has underpinned signal processing, targeting support, logistics, and intel analysis for a generation. Autonomous platforms have operated in air, sea, and space for decades. What changed isn't the presence of AI — it's three things about its character.
One: generative and frontier models are non-deterministic, and we're putting them into mission systems engineered around deterministic automation. Two: agentic architectures let models act — file the ticket, send the message, modify the record, fire the tool — instead of just answering the question.  Agency multiplies the consequence of every other failure mode in the stack. Three: the same capability is diffusing to adversaries, state and criminal, who don't carry our assurance and compliance overhead and therefore field faster than we do.  Our risk is their gain.  
And the stakes here aren't abstract. Look at Eastern Europe: drones in sensor-to-shooter chains making targeting decisions under time pressure. Systems commandeered by the adversary. Poor machine decisions contributing to friendly fire. In this sector, reliability isn't a customer-experience metric. People die when the model is confidently wrong. That's the frame for everything that follows.
PUBLIC POLICY QUESTIONS
Question 1: What are the cybersecurity operational & policy gaps/challenges that the introduction of AI presents to privately owned critical infrastructure?
Agentic tool use and MCP integration
Agentic tool use and Model Context Protocol integration is the highest combined risk. Connecting an AI system to tools converts an incorrect output into a potentially incorrect action. Unvetted MCP servers, indirect prompt injection through tool outputs, broad standing permissions, and the expanding number of agent-to-system connections are major attack surfaces.
Reliability and automation bias
Fluent but incorrect outputs and operator overreliance is a critical risks, particularly under time pressure. The problem is not that inference must be deterministic; it is that organizations lack accepted standards for sufficiently reliable outcomes in consequential defense applications and need monitoring for performance drift after deployment.
Data leakage and classification spillage
AI can aggregate unclassified information into a sensitive or classified picture, memorize fine-tuning data, or transmit queries beyond authorized boundaries. Traditional classification and handling guidance written for documents and databases does not adequately address model weights, training corpora, fine-tuning data, and inference traffic.  Agentic tooling that strips out data classification tags from files in order to process anonymously leaves sensitive data vulnerable.  And then there are prompts.  A structured document can have a label attached but thoughts or cut/paste text going into a prompt does not…the system has to get smarter and more capable of detecting sensitive inputs via prompts and inference coming from agents, and then safeguarding it.
Adversary use of the same capabilities
State and criminal actors as able to use AI for reconnaissance, social engineering, deepfakes, vulnerability discovery, and other activities without the assurance and compliance processes applied to defense contractors. The absence of government rules of engagement for AI-enabled defensive action and AI-versus-AI activity is something that needs to be addressed so that AI-based defense can be legally and ethically employed.
Continuous vulnerability discovery and chained exploits
Advanced models can identify weaknesses in extensively tested code and combine multiple lower-severity vulnerabilities into a higher-impact path. This challenges periodic scanning and traditional prioritization. The enterprise response should be continuous AI-assisted testing, with impact mitigation where immediate remediation is not possible. We may be moving into a patch first, think later model fro exposed systems including roll-back of failed patches
Poisoning, supply-chain provenance, and model theft
Corrupted training data, crafted inputs, prompt injection, limited visibility into open-source and third-party components, difficulty auditing closed models, and theft or reconstruction of model behavior are all high risks. Purpose-built models and fielded systems may concentrate valuable program data and intellectual property, which is a good thing, but we need to effectively manage model drift and purposeful outcomes to ensure we’re getting what we need and expect reliably.  
Economics of defense across the supplier base
The continuous use of advanced models for defense is expensive and that small and mid-sized suppliers may be unable to afford comparable capabilities. This creates a widening security gap within the defense supply chain espeically when those suppliers face state-sponsored adversaries who do not have the same economic constraints.  
Question 2: What policy initiatives are needed to create a cybersecurity model to address the gaps effectively and sustainably for government & industry?
National AI security risk framework
We need an executive order establishing a national AI security risk framework and identifying defense-industrial-base AI risk as a standing priority. The proposal was intended to create a common vocabulary and direction for subsequent policy, common definitions, and a rallying point for safe and effective AI usage across the whole critical infrastructure provider ecosystem.
Phased NDAA assurance standards
A multi-year National Defense Authorization Act provision that establishes AI assurance and tool-use baselines for cleared contractors is needed. Phasing should be emphasized so that contractors could develop the required capability without a sudden compliance cliff.
AI/ML certification linked to contract eligibility
Extending a CMMC-style certification model to AI and machine-learning systems is also recommended. The ISA Board identified consolidation as a benefit of certification, while also questioning whether CMMC has demonstrated improved security outcomes. The proposed AI model therefore included outcome measurement from the beginning.
AI and MCP threat-information clearinghouse
We need an interagency clearinghouse for voluntary sharing of AI and MCP threats, vulnerabilities, detection methods, mitigations, and remediation information. The intended model would return actionable information to American companies rather than function only as a reporting channel.  Sensitivity to victims of actual AI attacks needs to be incorporated into the clearinghouse collection and communications to shield them from further impacts, and insights garnered through the organization will need to be rapidly optimized and measured for effective collective defense.  
Clearer dual-use export guidance
Managing the export of AI technology is complicated when much of it is in the hands of large global software and technology companies.  Clearer guidance for responsible cross-border collaboration and open-source use, with greater alignment among Five Eyes partners is needed.
Economic incentives tied to evidence
The board discussion highlighted recommendations regarding loans, tax credits, safe harbor conditioned on demonstrated controls, and modernization support conditioned on security and resilience as candidate incentives. The shared point was that mandates alone may not address the cost of continuous AI assurance, particularly for smaller suppliers.
Question 3: What policy initiatives are needed for specific industry sectors?
Contract-linked assurance for agents and tools
Leverging defense procurement and contract eligibility to require vetting and sandboxing of MCP servers, auditable scoping of agent permissions, and other controls for AI systems that touch defense work is likely needed; whether as an enhancement to existing requirements in CMMC or in purpose-built FAR and DFAR provisions.
Updated classification and data-boundary guidance
The sector-specific proposal includes guidance on the classification status and handling of trained weights, fine-tuning corpora containing program data, and external inference endpoints used for CUI-adjacent workloads.
Rules of engagement for machine-speed defense
Government needs to define cognizant authorities for automated defensive response, liability when defensive automation causes unintended effects, and doctrine for AI-versus-AI activity in defense of national-security systems.
Shared defensive capability for small cleared businesses
The board discussion also considered subsidized or shared access to security-relevant AI for smaller cleared contractors. The concern was raised that primes cannot replace the cybersecurity of thousands of suppliers and that the cost of advanced defensive tooling is becoming a significant supply-chain risk.
Assurance requirements that measure outcomes
The DIB-specific use of certification and contract authority was paired with a requirement to evaluate whether the controls reduce risk.  It will be important to measure actual outcomes of these safety initiatives and insist on documented evidence of improved security and not just the presentation of compliance checklists.
Question 4: How can industry and government best assure effective cybersecurity governance in the AI era?
Continuous monitoring and assurance
AI risk needs to be an ongoing program rather than a one-time review/approval. Organizations should continuously test their attack surface, monitor fielded models for drift, and reassess risks as models, tools, and adversary capabilities change.
Data and access controls before scale
The governance approach calls for segmenting data and access before broad deployment, scoping agent permissions to specific tasks, expiring permissions, and treating MCP servers and tool connections as untrusted until they are reviewed and sandboxed.
Evidence appropriate to the highest risks
Boards and government customers should direct attention to the risks identified by the sector rather than the controls easiest to document. Evidence should include testing results, model-performance monitoring, agent and tool inventories, access records, data-boundary reviews, and supply-chain capability.
Government and industry responsibilities
Government has authorities that industry does not possess, including classification policy, procurement rules, defense authorization, and rules of engagement. Industry is responsible for implementing, testing, monitoring, and reporting controls. An effective governance model depends on each side addressing the areas within its authority and collborative cohesion.
Outcome measurement
The board discussion repeatedly returned to whether certification, dashboards, and assurance mechanisms change security outcomes. Phased requirements and shared capabilities that can be evaluated using operational measures such as vulnerability response, incident performance, and the value returned from shared threat information are examples of outcomes that can be measured to ensure what was intended was in fact achieved.
ISA Sector Analysis — Defense Industrial Base  ·  1
