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BACKGROUND
GE Vernova builds everything from nuclear plants to wind farms to gas turbines and grid equipment, develops products on every continent except Antarctica, and manages tens of thousands of suppliers. From that seat, AI is not a single technology decision. It's a transformation across every layer of the industrial value chain — design, build, run — and each layer carries implementation requirements that spill well past cybersecurity into engineering, procurement, legal, and product management.
The threat picture is a duality: AI simultaneously drops the cost, bincreases speed, and sophistication of attacks while accelerating operational efficiency across the enterprise. Three vectors lead. AI-generated phishing and smishing — personalized campaigns against utility executives and finance teams, including deepfake voice fraud for wire transfers, in the direct lineage of MGM and Jaguar Land Rover. AI-assisted vulnerability discovery — nation-states pointing frontier-class models (Mythos et al.) at industrial software, ICS/SCADA, and grid management at machine speed. And AI-accelerated ransomware targeting OT — with the prospect of autonomous malware self-propagating across smart substations, digital twins, and connected field equipment. Against that, our OT response toolkit is still blunt objects: shut the site down, then remediate. What we don't have is scalpels — surgical containment inside an OT network. Ukraine's grid attack, which forced a wintertime fallback to manual operations years before the current conflict, is the standing proof that adversaries understand this paradigm.
The diagnosis underneath it all is a trust gap: AI is transforming faster than organizations, standards, and governments can stand up consistent governance — and energy, which uniquely combines critical infrastructure, industrial manufacturing, OT, and national security, can't ignore it. The prescriptions: move from isolated, one-off governance to reusable design patterns shared across industries; make boards demand evidence, not aspirations; expand voluntary government testing on the DOE CyTRICS model; mutualize confidence through registries of reliable agents and validated datasets; and build ISA, over three years, into the recognized cross-sector convening body for Trusted AI governance. The takeaway line the board heard: AI is turning cyber risk from a technology issue into an enterprise resilience and business strategy gap to close.
Where the Sector Stands: AI Across the Value Chain
Walk the value chain, because that's how an industrial actually encounters this — design on the left, build in the middle, run on the right.
Product engineering. Our engineers are already using AI copilots to develop software and firmware for products whose failure modes are physical. What governance looks like here: AI model validation inside the secure development lifecycle, adversarial testing, and bills of materials that include the AI components — SBOMs and now AIBOMs — so what's inside a product is knowable to us, our customers, and eventually the regulators.
Manufacturing and OT. AI is already on our shop floors improving quality and predictive maintenance — wind-turbine blade inspection with AI-enabled robotics and imaging, for one. We're investing heavily in robotics, and so is everyone in the sector, largely for safety: every time a person lifts something on a shop floor, you're putting human life and health at risk. But every robotic and software-defined component carries a digital attack path, and AI pieces are being developed for the industrial control systems themselves — the heart of how these products get made. Controls at this layer: data governance for training sets, logical separation from ICS, mandatory human-in-the-loop for production decisions, model drift monitoring.
Supply chain. Tens of thousands of suppliers globally, and they're all doing the same thing with AI — without a distinctive security approach that sets them apart. So the questions become operational fast: how does this land in third-party risk management? In contracts? And it runs both directions — customers are now asking us what we're doing with AI that could affect their use of our products. AI governance is a contract-review and customer-trust issue, not just an internal one. The toolkit: AI governance clauses in procurement contracts, vendor AI-usage disclosure, third-party maturity assessments, component validation before integration.
Operations and field services. AI already informs grid management and field dispatch. Field-deployed equipment carries embedded software and remote connectivity, which pushes the enterprise security perimeter into the physical world — where customers, contractors, and third parties touch deployed assets while using AI themselves. Governance: decision audit trails, defined human-in-the-loop thresholds, incident response protocols for AI failures. Add customer platforms: digital service tools aggregating sensitive operational data across a customer base that all wants different things, under different regulatory constructs depending on the jurisdiction — concentration risk wherever AI safeguards are absent.
The framing point, stated explicitly for the board: this design-build-run structure is shared across energy, healthcare, financial services, manufacturing, telecom, and transportation. Any industrial could reuse these patterns. That's the premise of the sector's central policy proposal — build the governance patterns once, well, and share them, instead of every industry reinventing in isolation
PUBLIC POLICY QUESTIONS
Question 1: What are the cybersecurity operational & policy gaps/challenges that the introduction of AI presents to privately owned critical infrastructure?
AI risk spans the full industrial value chain
The presenter described AI adoption across product engineering, manufacturing and operational technology, the supply chain, and field operations. Engineers are using AI-assisted tools to develop software and firmware for products whose failure modes can be physical. AI-enabled robotics and analytics are being used for quality, safety, and predictive maintenance. Suppliers and customers are also introducing AI into connected products and services. The resulting risk is not confined to the information-technology environment; it extends into engineering, procurement, product security, contracting, and operations.
Modernization expands the operational attack surface
Grid modernization depends on greater connectivity among smart devices, distributed energy resources, substations, industrial control systems, and grid-management platforms. The presenter identified a timing mismatch between modernization and security: organizations are connecting equipment and introducing AI faster than they can establish consistent controls. Because availability is central to the sector's mission, a cyber incident can become an interruption of energy delivery or a physical safety event.
Machine-speed vulnerability discovery strains existing practices
The presenter reported that AI can be used to identify weaknesses in industrial software and operational environments at a speed that conventional vulnerability-management processes cannot match. Industrial systems are often long-lived, embedded, and difficult to patch. GE Vernova's response has included testing its own environment with multiple advanced models so that weaknesses can be found before an adversary exploits them. The related challenge is prioritization: organizations may need to emphasize impact mitigation and resilience when every discovered weakness cannot be remediated immediately.
OT response lacks granular containment
The presenter distinguished between shutting down an affected site and isolating a compromised component within an operational network. Current response options often rely on broad shutdown and remediation. The missing capability is more precise containment that protects availability while limiting the spread of an incident. AI-enabled or accelerated ransomware heightens the importance of this gap because connected field equipment, digital twins, and smart substations can create pathways across the operational environment.
Social engineering, supply-chain, and commercial risks are increasing
AI can make phishing, smishing, impersonation, and voice-fraud campaigns more tailored and scalable. At the same time, suppliers may use AI without a consistent security approach or disclosure practice. Customers are beginning to ask how AI used by an original equipment manufacturer could affect the products and services they receive. The presenter therefore treated AI governance as a third-party-risk, procurement, contract-review, and customer-trust issue as well as a technical-security issue.
Governance is not keeping pace with deployment
The presenter characterized the underlying challenge as a trust gap between the pace of AI innovation and the ability of organizations, standards bodies, and governments to establish reliable governance. The challenge is particularly acute in energy and industrial environments because AI decisions may affect physical processes, safety, and national resilience.
Question 2: What policy initiatives are needed to create a cybersecurity model to address the gaps effectively and sustainably for government & industry?
Reusable governance patterns
The presenter proposed developing common implementation patterns that can be reused across industries rather than requiring each organization or sector to design governance independently. The presentation's design-build-run structure was offered as a practical way to organize controls across product engineering, manufacturing, supply chains, and operations.
Voluntary shared testing
The presenter identified the Department of Energy's CyTRICS model as an example of voluntary, expert government testing that can provide assurance to multiple organizations. The proposal reflected in the source draft is to extend that approach to AI-related risk and consider comparable mechanisms for other critical-infrastructure sectors.
Shared assurance resources
The presentation and board discussion included registries of reliable agents, validated datasets, and other shared assurance resources that organizations could consult rather than independently repeating the same verification work. The draft also attributes to the discussion the idea of pairing shared assurance with baseline cybersecurity hygiene for participating organizations.
Security-conditioned modernization incentives
Board members discussed linking modernization support to defined security and resilience requirements. In the energy context, the proposal was framed as support for broader infrastructure modernization that is available when the modernization is conducted within an agreed secure-by-design and resilient-by-design construct. The presenter’s rationale was that modernization and security should be addressed together rather than funded on separate tracks.
Harmonization and measurable outcomes
The presenter noted that global companies face different regulatory expectations across jurisdictions. The source draft reflects support for internationally referenceable standards and greater alignment around common outcomes. It also reflects a preference for defined metrics, including resilience, containment, validation, and maturity measures, so that government and industry can determine whether a policy or assurance mechanism is improving security.
Question 3: What policy initiatives are needed for specific industry sectors?
OT containment capability
The energy-specific priority identified in the draft is the development, testing, and measurement of more precise containment within operational networks. The goal described by the presenter is to isolate compromised components without unnecessarily shutting down a full site or interrupting energy delivery.
AI assurance for industrial products and components
The presenter identified validation within the secure development lifecycle, adversarial testing, model-drift monitoring, and documentation of AI components as relevant controls for industrial products. The draft also reflects the use of digital-twin or comparable test environments before AI-enabled systems are placed into production.
Supply-chain disclosure and validation
The presentation identified AI-use disclosure by vendors, AI-related procurement clauses, third-party maturity assessments, and component validation before integration as sector-relevant measures. These proposals respond to the scale and diversity of the industrial supply chain and to customer demands for greater visibility into the use of AI in products and services.
Support for medium-sized utilities and suppliers
The board discussion recognized that smaller and medium-sized organizations may not be able to afford continuous AI-assisted testing or specialized security capabilities. The source draft attributes to board members discussion of shared or government-supported capabilities designed for this part of the sector.
Security requirements attached to grid and industrial modernization
The presenter supported integrating cybersecurity and resilience requirements into programs that support grid, plant, and equipment modernization. This was presented as an energy-specific application of the broader incentive model discussed by the board.
Question 4: How can industry and government best assure effective cybersecurity governance in the AI era?
Board oversight based on evidence
The presenter proposed that boards request evidence that AI risk is being managed rather than relying on statements of intent. Examples identified in the presentation include an inventory of AI systems with accountable owners and risk classifications; validation and adversarial-testing reports; AI-use and data-protection metrics; vendor assessments and contract provisions; incident-response plans and operational exercises; and regular reporting on risk, maturity, and incidents.
Controls across design, build, and run
The governance model described by the presenter follows the industrial lifecycle. In product engineering, controls include model validation and secure-development review. In manufacturing and OT, controls include separation from industrial control systems, monitoring, and defined human authority. In the supply chain, controls include disclosure, assessment, and contractual requirements. In operations, controls include audit trails, incident protocols, and thresholds for human intervention.
Cross-functional accountability
The presentation emphasized that AI risk in an industrial company cannot be owned by the cybersecurity function alone. Engineering, product security, procurement, legal, enterprise risk, operations, and board leadership all have responsibilities because AI is embedded in products, plants, supplier relationships, and customer services.
Continuous review and measurable resilience
The presenter’s governance approach includes ongoing testing, monitoring for model drift, exercises, and metrics tied to operational resilience. The draft reflects a preference for measurable evidence such as containment capability, validated-supplier coverage, monitoring results, and incident performance.
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