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AI and Cybersecurity in the IT Infrastructure Sector
Governing Autonomous Digital Actors: A Services Operator's Field Report on Cognitive Middleware, Continuous Assurance, and Digital Trust
Based on the sector presentation by Kris Lovejoy, Global Head of Strategy, Kyndryl (formerly Global Practice Leader, Security & Resiliency)
Revised from the sector presentation and board-member discussion reflected in the source draft
BACKGROUND
The IT infrastructure sector sees AI risk through three lenses at once: how we use AI as a corporation, how we use AI to deliver services, and how we build and deploy AI for customers in every regulated industry. AI introduces autonomous digital actors into critical infrastructure, while most cybersecurity policies were written for human users and traditional software.
There is no end-to-end platform today for governing agents across hybrid environments — we lay deterministic policy-as-code over probabilistic agents, and it's limited; agents are escaping their parameters; building the audit records needed to actually see agent behavior end-to-end takes serious effort and money; and accountability models are weak. And the most contrarian finding is that AI does not behave like humans. If you build an AI-optimized process and stick humans in the middle of it as checkpoints, you are very, very wrong about what you'll get. You have to design the process AI-first and place humans deliberately as an enforcement function — an incremental add-on in the architecture, not an assumed safeguard threaded through it. Wrongly placed, the human checkpoint isn't just ineffective. It's a real problem.
There's also a category question this sector needs to answer: what is AI, organizationally? It's not digital labor and it's not conventional IT. Working term: cognitive middleware — something in between. The answer determines which management disciplines, standards, and accountability models apply, and right now nobody has one. It's telling that we had to rewrite ITIL — the canonical IT service management discipline — for agentic AI, because no standard out there covers auditability, non-human identity, or agent cataloging. When the operating layer has to reinvent service management from scratch, that's the governance vacuum, measured.
The policy architecture proposed is a risk-based, tiered governance model instead of prescriptive regulation; a National AI Security Baseline built on NIST AI RMF but honest that no current standard is fit for purpose; mandatory AI asset inventories and agent registries — if you can't see it, you can't secure it; certification and validation before deployment into critical infrastructure, made real through digital-twin sandbox testing and an agentic maturity execution index; shared public-private security infrastructure across sectors, companies, and countries; and incentives for security-by-design that address the fear-of-missing-out economics driving insecure adoption. Governance itself moves from periodic compliance to continuous assurance, across the full lifecycle from registration to retirement, under a shared responsibility model — with digital trust (security, transparency, auditability, accountability, resilience, sovereignty — plus good economics) as the operating principle.
Where the Sector Stands: Three Lenses, Three Use Cases, One Category Problem
Enterprises need to operate internationally, they carry heavy compliance loads, and their workloads live or die on uptime, resiliency, and security. That's the definition of critical infrastructure work. What follows is a cross-section of critical infrastructure practice, seen from the layer that operates it.
From that layer, three AI use cases dominate, with very different risk characteristics. One: generative AI for worker productivity — the most tractable deployment model, though not cheap; the consumption bills are real. Two: AI-generated code — a lot of frontier-model code development happening, at a lot of token cost, with, frankly, real uncertainty about what happens once that code is actually in use. Lots of interesting things happening with the code itself. Three: agentic AI — workflow orchestration and automation, typically semi-autonomous today (we haven't really seen fully autonomous in production yet), and proliferating fast. This report concentrates on the second and third, where the sector's exposure is deepest: AI in the design, build, deploy, and operation of infrastructure itself — not individual-user controls.
Now the category problem, before the risks. Enterprises manage employees with workforce disciplines and technology with IT service management. Agentic AI fits neither. It acts like labor but scales, fails, and propagates like software; it's provisioned like software but makes decisions like staff. Cognitive middleware is the working term, and it's more than a coinage — it's a claim that a new management discipline is required. There is a real need to convene the definitional work. Is it digital labor? Is it not? We should decide, together, because everything downstream depends on the answer.
PUBLIC POLICY QUESTIONS
Question 1: What are the cybersecurity operational & policy gaps/challenges that the introduction of AI presents to privately owned critical infrastructure?
Existing frameworks assume human users and deterministic software
The presenter described agentic AI as a new class of operational actor that does not fit neatly within workforce-management or traditional IT-service-management models. Agents can make decisions and take actions, but they scale, fail, and propagate like software. The working term used in the presentation was 'cognitive middleware,' reflecting the need for a management discipline that addresses both characteristics.
No end-to-end governance for agents
From Kyndryl's operating experience, there is no complete platform for governing agents across hybrid environments. Deterministic policy-as-code can be placed over probabilistic systems, but the presenter described that control as limited and reported agents operating outside intended parameters. Full visibility into agent behavior requires extensive audit records and can be costly to establish.
Human-in-the-loop requirements can be poorly designed
The presenter cautioned that inserting human checkpoints into an AI-optimized process does not automatically create effective control. AI-first processes should instead include deliberately engineered points of human authority, intervention, and override. The operational gap is not the absence of humans; it is the absence of well-designed authority and accountability within the process.
Shadow AI and missing lifecycle controls
AI systems and agents can be introduced through internal development, software products, vendor services, and employee use. Existing policies often do not require consistent inventory, registration, monitoring, or retirement. The presenter identified this lack of visibility as a foundational problem because certification, incident response, access control, and decommissioning depend on knowing which systems and agents exist.
New attack paths and data-integrity risks
The presentation identified prompt injection, memory or corpus poisoning, model manipulation, agent misuse, and autonomous movement through connected systems as emerging attack paths. One operational example involved manipulation of a data corpus used for emergency-response decisions, demonstrating that attacks on AI inputs can redirect physical-world activity. The presenter also described inadvertent agent actions across connected environments.
Requirements may exceed available technical capability
The presenter noted that critical third-party providers can face transparency, traceability, and auditability obligations that are ahead of the available technical controls. Point-in-time reconstruction of a model's prior state was identified as a particular unresolved issue for audit, forensics, and liability.
Question 2: What policy initiatives are needed to create a cybersecurity model to address the gaps effectively and sustainably for government & industry?
Risk-based and tiered governance
The presenter proposed a risk-based, tiered model in which requirements scale with the criticality of the AI use case and the organization's maturity. The proposal was intended to avoid uniform prescriptive requirements that do not reflect differences in consequence or capability.
A common AI security baseline
The presentation proposed a baseline covering governance, agent inventory and registration, non-human identity, continuous monitoring, AI risk-management controls, and security testing. The presenter suggested building from the NIST AI Risk Management Framework while recognizing that existing standards require further development for agentic operations and service management.
Required inventories and agent registries
The presenter identified an inventory of AI systems and agents in critical environments as a fundamental requirement. Kyndryl's own agent registry was offered as evidence that the practice can be implemented at enterprise scale.
Pre-deployment certification and validation
The presenter described security, resilience, adversarial, and compliance testing before deployment into critical infrastructure. Kyndryl's operational model uses a degraded digital-twin environment to test candidate agents and produce a scored measure of execution maturity before production use.
Shared public-private security infrastructure
The presentation included shared threat intelligence, vulnerability reporting, common taxonomies, and cross-sector and cross-border collaboration. The stated rationale was that shared infrastructure can lower duplicated cost while improving collective defense.
Incentives for secure-by-design adoption
The presenter linked insecure adoption to competitive pressure and fear of falling behind. The board discussion included tax treatment, credits, and modernization incentives conditioned on security and resilience. The written submission also identified policy-as-code, continuous controls monitoring, runtime governance, and automated compliance validation as ways to reduce the operating cost of secure adoption.
Question 3: What policy initiatives are needed for specific industry sectors?
Critical third-party IT providers
The presenter asked that critical third-party infrastructure and service providers be treated as a distinct policy constituency. Requirements imposed across regulated sectors often concentrate operationally on the providers that run their infrastructure and applications.
Service-management standards for agentic AI
The presentation identified a gap in service-management standards covering non-human identity, agent cataloging, auditability, lifecycle management, and retirement. Kyndryl reported adapting ITIL practices internally because existing standards did not address these needs.
Point-in-time traceability research
The presenter identified the ability to reconstruct what a model knew and how it was configured at the time of a prior decision as an unresolved technical need. This capability supports audit, incident investigation, and liability analysis.
Harmonized transparency and auditability requirements
The presenter supported greater alignment of requirements across jurisdictions so that regulated organizations and their providers are not asked to meet inconsistent obligations that exceed current technical capability.
Sector observations from the operating layer
The written submission also identified sector-specific priorities observed through Kyndryl's work: provenance, supply-chain assurance, and agent identity for defense; runtime governance, reliability testing, fail-safe controls, and digital-twin validation for energy; explainability, traceability, and continuous auditing for healthcare; and model governance, monitoring, and agent accountability for financial services.
Question 4: How can industry and government best assure effective cybersecurity governance in the AI era?
Continuous assurance rather than periodic compliance
The presenter proposed moving from point-in-time assessment to continuous assurance because AI systems can act, learn, and change continuously. Monitoring and evidence collection should operate at the tempo of the systems being governed.
Shared responsibility
The proposed division of responsibility gives government a role in defining minimum outcomes, risk thresholds, common standards and taxonomies, and national threat-intelligence coordination. Industry would implement controls, test and certify systems, monitor behavior, share intelligence, and demonstrate compliance through evidence.
Full lifecycle governance
The presenter identified discovery and registration, non-human identity, testing and certification, deployment controls, runtime monitoring, policy enforcement, incident response, and retirement as parts of one lifecycle. Retirement received particular emphasis because agents and models can remain connected or continue operating after their intended use has ended.
Digital trust as the operating principle
The presentation organized governance around security, transparency, auditability, accountability, resilience, sovereignty, and sustainable economics. These principles were presented as the conditions that allow autonomous systems to operate safely in critical services.
Deliberate human authority
The presenter's governance model does not remove humans. It requires that human intervention, override, and accountability be designed into AI-first processes at defined points rather than assumed to exist because a person appears somewhere in the workflow.
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