Internet Security Alliance, July 7, 2026.
Kris Lovejoy

1. What are the cybersecurity policy gaps/challenges AI is presenting to privately owned critical infrastructure?
Existing cybersecurity frameworks were not designed for autonomous AI systems
Many critical infrastructure operators have mature policies for identity, access management, incident response, and software security, but those policies generally assume human decision-makers and deterministic systems. Agentic AI introduces autonomous digital workers capable of making decisions, invoking tools, interacting with enterprise systems, and modifying processes without direct human intervention. 
Key gaps include:
· Lack of governance for autonomous agents.
· Inadequate controls for AI-driven actions.
· Limited visibility into agent behavior.
· Absence of lifecycle controls for AI agents.
· Weak accountability models when AI systems make consequential decisions. 

Emergence of "Shadow AI"
Organizations increasingly face the challenge of unmanaged AI deployed outside established governance processes. Existing policies often do not require inventorying, registering, certifying, or continuously monitoring AI agents. This creates operational and security blind spots. 

New attack vectors
Critical infrastructure operators must now defend against:
· Prompt injection.
· Memory poisoning.
· Model manipulation.
· Agent misuse.
· Autonomous lateral movement through connected systems.
· AI-enabled cyberattacks. 
Many cybersecurity regulations were written before these attack models existed.

Trust, transparency, and auditability
Infrastructure operators are increasingly being asked to explain how AI systems arrived at operational decisions. Yet many organizations lack policy requirements for:
· Explainability
· Traceability
· Continuous monitoring
· Decision logging
· Auditable AI operations
These capabilities are becoming essential for regulated and mission-critical environments. 

2. What policy initiatives should be developed to create an effective and economically sustainable cybersecurity model?
Kyndryl would likely advocate for a risk-based, tiered governance model rather than heavy prescriptive regulation.

Create a National AI Security Baseline
Government should establish a common baseline incorporating:
· AI governance requirements
· Agent inventory requirements
· Continuous monitoring requirements
· AI risk management controls
· AI security testing standards
This could build upon frameworks such as NIST AI RMF rather than creating entirely new regulatory structures.

Require AI Asset Inventories
Organizations should maintain a registry of AI systems and agents operating in critical environments.
Kyndryl's Agent Registry concept reflects this model by ensuring AI assets are inventoried, governed, and monitored throughout their lifecycle. 

Establish Certification and Validation Requirements
Before deployment into critical infrastructure, AI systems should undergo:
· Security testing
· Resilience testing
· Adversarial testing
· Compliance validation
A certification-based approach is more scalable and economically sustainable than attempting continuous regulatory approval of every AI deployment. 

Encourage Shared Public-Private Security Infrastructure
Policy should incentivize:
· Shared threat intelligence
· Shared vulnerability reporting
· Common AI risk taxonomies
· Cross-sector security collaboration
This reduces costs while improving collective defense. 


Incentivize Security-by-Design
Rather than relying solely on compliance mandates, policy should encourage:
· Policy-as-code
· Continuous controls monitoring
· Runtime governance
· Automated compliance validation
These approaches reduce operational costs while improving security outcomes. 

3. What policy initiatives are needed for specific sectors?
Defense Industrial Base (DIB)
Focus Areas:
· Sovereign AI deployment
· Secure supply chains
· Model provenance
· AI component bills of materials
· Agent-level identity and authorization
Recommended initiatives:
· Mandatory AI security certification for defense systems
· Continuous monitoring requirements
· Digital trust and provenance requirements for AI-enabled systems
These measures help ensure integrity and resilience in national security environments. 

Energy
Focus Areas:
· Operational Technology (OT)
· Grid reliability
· Autonomous operational decisions
· Safety-critical automation
Recommended initiatives:
· Runtime governance for AI controlling operational processes
· AI-specific reliability testing
· Mandatory fail-safe and human override requirements
· Digital twin validation before production deployment
Kyndryl's certification-sandbox and digital-twin concepts are particularly applicable in the energy sector. 

Healthcare
Focus Areas:
· Patient safety
· Clinical decision support
· Protected health information
· Regulatory compliance
Recommended initiatives:
· Explainability requirements
· AI decision traceability
· Continuous auditing
· Testing standards for clinical AI systems
Healthcare requires particularly strong governance and transparency requirements because mistakes can directly affect patient outcomes.

Financial Services
Focus Areas:
· Fraud
· Model risk
· Third-party AI dependencies
· Regulatory oversight
Recommended initiatives:
· AI model governance standards
· AI risk reporting requirements
· Continuous monitoring and certification programs
· Agent accountability frameworks
These align with broader trust, auditability, and governance principles. 

4. How can industry and government best assure effective cybersecurity governance in the AI era?
Kyndryl's view would likely be that governance must evolve from a periodic compliance model to a continuous assurance model.

Shared Responsibility Model
Government should:
· Establish minimum outcomes.
· Define risk thresholds.
· Coordinate national threat intelligence.
· Develop common standards and taxonomies.
Industry should:
· Build and operate controls.
· Certify AI systems.
· Monitor AI behavior continuously.
· Share threat intelligence.
· Demonstrate compliance through measurable evidence. 

Governance Should Cover the Entire AI Lifecycle
Effective governance must span:
1. Registration and inventory.
2. Security testing and certification.
3. Deployment controls.
4. Runtime monitoring.
5. Policy enforcement.
6. Incident response.
7. Retirement and decommissioning.
Kyndryl's Agent Registry, Certification Sandbox, Policy Engine, and Observability capabilities reflect this lifecycle approach. 

Establish "Digital Trust" as a Core Operating Principle
Perhaps most importantly, AI governance should move beyond compliance and toward digital trust:
· Security
· Transparency
· Auditability
· Accountability
· Resilience
· Sovereignty
The future challenge is not merely securing AI systems—it is building the trust mechanisms that allow autonomous systems to operate safely within society's most critical services. Kyndryl increasingly positions Digital Trust as the control layer that enables AI adoption at scale across critical infrastructure. 

Summary
The core policy challenge is that AI introduces autonomous digital actors into critical infrastructure, while most cybersecurity policies were written for human users and traditional software. From a Kyndryl perspective, the solution is a risk-based framework built around digital trust, continuous governance, AI lifecycle management, certification, observability, and public-private collaboration. Success will come not from creating entirely new regulatory regimes, but from modernizing cybersecurity governance so that autonomous systems can be operated with the same confidence that society expects from other mission-critical infrastructure. 
